EUROPEAN CERTIFICATE

ON CYBERCRIME
AND e-EVIDENCE

European Certificate

on Cybercrime and Electronic Evidence
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Cybex is a pioneering consultancy offering computer forensics
services.

It is a leader in the management of electronic evidence and in the

forensic management of corporate digital risk.

Cybex offers services involving the prevention, detection, and
investigation of fraud.
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The Cybex Initiative
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Title: European Certificate on Cybercrime and Electronic Evidence
Public: Prosecutors, Judges and Lawyers

Level: Basic

Implementation: 11 different EU countries + 3 South American
Duration: 3 years

Goals: Creation of academic programme, organisation of the seminars &

recognition of the course

Funds: EC DG JLS — Criminal Justice and CYBEX
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The Cybex Initiative

www.cybex.es/ecce
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Create the first European Academic Program on e-Evidence and the fight
against Cybercrime

Create the basic level

The Academic Program will have a technical background with a legal
framework, at both National and European level

The project aims to promote:
— judicial cooperation in Europe

r an i P Space of Justice on the basis of mutual
recognition and confidence.

A European Space can only be achieved through a common training
schedule for all Europe on e-evidence and on combating Cybercrime.
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With financial support from the JPEN Programme
European Comission — Directorate — General
Justice Freedom and Security
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* Who is the audience of this Course?
Prosecutors, Judges and Lawyers
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* Improve the knowledge of prosecutors, judges and lawyers on
Cybercrime and on e-Evidence.

« Will they receive a Certificate?

+ Improve the mutual recognition among legal professionals At the end of the training course participants will be awarded with the 1st
European Certificate on e-Evidence and the fight against Cybercrime
endorsing the technical and legal knowledge they have achieved

« Better protection of European citizens from the fast development
of e-crimes
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« There is no European Training Program on technical and legal aspects
on Cybercrime and e-Evidence for judges, lawyers and prosecutors.

Avoids the lack of knowledge of judges, prosec. & lawyers
+ Lack of knowledge on:
— Technical and on legal aspects concerning Cybercrime and e-Evidence in EU
countries

Improves judicial cooperation by having the same knowledge

— Partial National Seminars vs. resources savings by doing a European course

Exchange of best practices and information

Avoids difficulties in providing e-Evidence in Court
« Lack of standards:

Avoids insecurity & chaos due to the lack of knowledge
— No Standard European Training Program for Prosecutors, Judges and
Lawyers on these themes

Generates trust on e-Evidence and combating cybercrime
— There is no common criterias

Common approach in order to fight Cybercrime

« It will improve efficiency in the fight against cybercrime
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Three types of activities:

-pean + 3 South Americans European C

Asociacion Justicia y Opinion Spain
- Creation of the Academic Program: Expert Comittee will: _ §
Associazione Nautilus Italy
« Draw it up & Develop it . . §
Centro de Estudios Juridicos Spain

« Create the academic material: Syllabus & CD —
+ Create the papers to be presented during the Seminars Centro de Estudos Judiciarios Portugal

o ) , Consejo de la Magistratura de la Ciudad Auténoma de Buenos Aires | Argentina
- Organization of the Seminars/Courses: 14 Seminars

Council of Bars and Law Societies of Europe Europe
* Duration: 4 days Seminar < Organized in 14 different countries . - .
E 5 will be by Croatian Bar Association Croatia
« European experts will be the speakers
P P P Cybex Spain
Ecole Nationale de la Magistrature France
- Creation of the 1st e-Library on e-Evidence and Cybercrime: Escuela Judicial Espafiola - Consejo General del Poder Judicial Spain
« Will contain: legislative texts, case law, expert articles Greek Association of Judges and Prosecutors Greece
« Free access Guardia Civil Spain
* X %
* *
* *
* *
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Institute of Criminal Law - Katholieke Universiteit Leuven Belgium
Inter-American Bar Association Brazil
Lexact LTD Cyprus
Lithuanian Bar Association Lithuania

Prosecutors Office attached to the High Court of Cassation and Justice = Romania

. . . . United
Script - School of Law - University of Edinburgh Kingdom
Slovak Bar Association ESIOVQ(.:

Republic
Superintendencia de Servicios de Certificacion Electronica — Venezuela
SUSCERTE
Supreme Court of Estonia Estonia
TEUTAS Law & Technology Italy
UNICRI Internacional
Universitat Pompeu Fabra Spain
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* SHORT TERM:

- Creation of the 1st European Academic Program on Cybercrime and e-
Evidence for Judges, Prosecutors and Lawyers.

- 1st e-Library on Cybercrime and e-Evidence
- ECCE webpage: www.cybex.es/eccc

+ MEDIUM TERM:
- Organize this training in each of the countries anually
- Create the medium and advanced level

* LONG TERM:

- All the European judges, lawyers and prosecutors know in depth how to
combat Cybercrime and understand e-Evidence
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Thank you for your attention

QUESTIONS TIME
finsa@cybex.es

ECCE webpage: www.cybex.es/ecce
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The Bighl Frnsic Campary.
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14 Countries where the Seminars will be organized:

- Spain - Belgium

- France - Slovac Republic
- Greece - ltaly

- Estonia - Argentina

- Croatia - Brazil

- Lithuania - Venezuela

- Cyprus - Romania
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Title: Electronic Newsletter on the fight against Cybercrime and E-Evidence
Public: legal, technical, academics, law enforcement bodies, institutions...

Sections: legal, technical, data protection, training information, case law,

institutional,
Implementation: 51 institutions
Duration: 3 years
Goals: - Creation of the first International e-Newsletter on combating Cybercrime
- Dissemination of information and best practices

Funds: EC DG JLS - Criminal Justice and CYBEX

‘cybex

The Digital Forensic Company



