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Squaring the Circle of Smart Surveillance and Privacy

Joseph A. Cannataci
Centre for Law, Information and Converging Technologies
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e-mail: JACannataci@uclan.ac.uk

Abstract—This paper finds that recent growth in investment in
CCTV surveillance technology is in inverse proportion to its
relatively very low rate of effectiveness in combating crime and
terrorism. It maintains that the much-publicised failures of some
smart surveillance technologies such as automated face
recognition in the period 1997-2003 has led to investment in even
“smarter” technologies of a type here categorised as MIMSI
(Massively Integrated Multiple Sensor Installations) which link
up optical-based technologies such as CCTV to other sensory
detectors involving scent, sound and motion. After having
outlined the risks inherent in new surveillance technologies and
their applications, the paper moves on to examine the paucity of
legal safeguards currently available for the protection of the
privacy of citizens. This analysis serves as the context for the
final part of the paper which focuses on the European Union’s
Council Framework Decision 2008/977/JHA of 27 November
2008 on the protection of personal data processed in the
framework of police and judicial cooperation in criminal matters.
The latter purports to provide a safer way in which personal data
may be exchanged between the police and security forces of
European Union states. This paper finds that the CFD
2008/977/JHA sets out an extremely important principle relevant
to smart surveillance but then does nothing to actually provide
concrete safeguards for citizen privacy.

Keywords-privacy, smart surveillance, CCTV, MIMSI, data
protection

l. INTRODUCTION —CURRENT SITUATION IN CCTV

In a society where it is so fashionable to be “evidence-
based”, it is difficult to bridge the gulf between the evidence
on the effectiveness of CCTV surveillance and the
apparently increased resolve of politicians and security
operators to invest in more and more expensive CCTV-led
surveillance systems. On October 4 2009, the Mayor of New
York and his Police Chief led a press conference [1] to
announce that they were extending the Lower Manhattan
Security Initiative (LMSI) to the Middle Manhattan Area.
The cost of the extension was declared to be funded by 24
million dollars from federal Homeland Security grants,
building upon a system which for years had been declared to
be modelled on London’s “ring of steel” [2].

If London were truly the model for New York, it is not
clear whether Mayor Bloomberg and his advisors had taken
note or ignored of what was actually being said by senior
police officers in London who in 2008 had declared “the
system was an "utter fiasco" - with only 3% of London's

978-0-7695-3953-9/10 $26.00 © 2010 IEEE
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street robberies being solved using security cameras” [3].
Indeed, barely a month before Mayor Bloomberg and Police
Chief Kelly held their October 4 2009 Press conference on
Middle Manhattan, in London Detective Chief Inspector
(DCI) Neville, the head of the Metropolitan Police’s Visual
Images, ldentifications and Detections Office (Viido),
admitted “just 1,000 crimes were solved in 2008 using
CCTV images, as officers fail to make the most of
potentially vital evidence” [4]. With more than a million
CCTV cameras in a London where the Government has
spent £500 million on the crime-fighting equipment this
works out at less than one crime solved per 1,000 cameras
per year.

DCI Neville’s public statements of August 2009 and May
2008 cited above were important confirmation of existing
impressions but hardly news for surveillance experts. Instead
they corroborate a solid body of evidence coming from
different quarters that CCTV surveillance does little or
nothing to deter crime and was only of disproportionately
limited use in solving crime post factum. In February 2009,
the American Civil Liberties Union (ACLU) was (largely
accurately) reporting that “The two main meta-analyses
conducted for the British Home Office show that video
surveillance has no impact on crime whatsoever” [5]. This
despite a slightly more positive meta-analysis (also Home
Office-funded) published less than two months previous
which held that “Results of this review indicate that CCTV
has a modest but significant desirable effect on crime, is
most effective in reducing crime in car parks, is most
effective when targeted at vehicle crimes (largely a function
of the successful car park schemes), and is more effective in
reducing crime in the United Kingdom than in other
countries” [6].

Anybody reading this assessment would understand any
investment of CCTV in car parks but close scrutiny of the
latest developments in New York suggests that surveillance
is no longer a matter of limited CCTV operating in isolation
or that new investment is confined to car parks. Instead one
finds New York’s 250 crime-fighting cameras have, in the
space of two years, been increased more than tenfold to
3,000 and that the public sector is now increasingly able to
access private sector CCTV installations. Perhaps even more
important than the scale of the increase in the number of the
CCTV cameras is however the fact that they are no longer
designed to operate in isolation but are part of a massively
integrated system. The LMSI “consists primarily of closed
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circuit television (CCTV) cameras, license plate readers, and
chemical, biological, and radiological sensors” [7].

New York is not the only major US city to take such a

comprehensive approach to surveillance. Chicago’s
Operation Virtual Shield project is an incredibly elaborate
multi-tiered hardware and software approach which after
laying down its own fibre-optic networks around the city,
between Nov 2008 and Feb 2009 has linked up the CCTV to
the 911 emergency network. When the ACLU raised privacy
concerns about the new Chicago system, it was reported that
“Some experts, including Albert Alschuler, a law professor
at Northwestern University, say the surveillance cameras and
updated 911 system do not violate privacy rights because the
cameras are installed in public locations. Mr. Alschuler said:
“My more serious concern would be if they start using new
audio technologies, which can be calibrated to alert police to
loud noises, like a scream or a car crash. What worries me is
if police can use technology to listen to anyone who happens
to be talking in a public location, which would raise serious
privacy concerns” [8].
Alschuler may have been very timely in airing such
concerns since just two weeks previous, a system in
Scotland had just gone on trial precisely to listen to sounds
of trouble on a Glasgow street. A Dutch company called
Sound Intelligence carried out a two week long trial of their
system, Sigard, in a busy city centre street. The system does
not record conversations and listens not to what is being
said but how it is said. It is able to discriminate between the
sound of aggression and other everyday loud noises like
passing trucks [9].

New York and Chicago’s recent heavy investment in
increased surveillance technology flies in the face of a
sustained and concerted campaign by the ACLU to stop
widespread use of CCTV. Indeed, after the Tampa Florida
Police suspended use of automated face recognition CCTV
in 2002 [10] the ACLU continued to publicise a list of
failures of CCTV around the United States and the rest of the
world. Under no illusions that it was winning the war for
hearts and minds, in January 2009 it launched a specific
web-site YouAreBeingWatched.us and by May 2009 was
suing the NYPD for details of LMSI [11]. While across the
border in Canada, Vancouver City hall voted to introduce
CCTV for security during the 2010 Olympics [12], in June
2009, the ACLU was able to celebrate a small victory just
north from New York when the local Community in
Brookline in the Greater Boston area voted to reject the use
of additional CCTV cameras even though they would be paid
through Homeland Security funding [13].

Even if the Brookline example shows that when
communities are given a choice some now appear to be
willing to reject increased use of CCTV, where no citizen
choice is available the situation appears to have grown
darkly different. While it has been generally believed that the
UK is the world’s most spied upon society with more than
4.2 million cameras for 60 million inhabitants, it does not
seem destined to hold that title for long. For the shape of
things to come we may wish to look east and specifically to
the place where so many of the new CCTV cameras are
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built: China. In September 2009 it was reported that in
Guangdong province alone the state has “already installed
more than 900,000 video cameras in Guangzhou, Shenzhen,
Zhongshan, Dongguan, Chaozhou, Zhuhai and other major
cities in the Pearl River Delta, which borders Hong Kong
and Macao special administrative regions” [14] and “over
the next three years, Chinese security executives predict they
will install as many as 2 million CCTVs in Shenzhen, which
would make it the most watched city in the world” [15].
While nowhere near Chinese developments, the number of
CCTV cameras in Paris is also expected to quadruple within
one year by end 2009 [16] as part of a drive to "triple" the
existing CCTV surveillance capacities across the country,
"with a view to curb the risks of terrorism and acts of
violence" [17].

Il.  ENTER MIMSI

From a technological viewpoint, what is most interesting
in the development of CCTV surveillance over the past ten
years has been the move away from those very same defects
that made CCTV look like a privacy-intrusive technology
which was not cost-effective when it came to deterring and
solving Crime. Firstly, the blurred, grainy out-of-focus
images taken from the wrong angle and which have so often
upset policemen like DCI Neville [18] are being replaced or
complemented by those from high definition (HD) Pan Tilt
and Zoom (PTZ) models located at all angles working in
conjunction with better-positioned HD fixed models, often
with capacity for on-board video analytics. Secondly, where
a dedicated or secure communications network is not
immediately available, suppliers are now using cameras
which can transmit and be controlled using Internet Protocol
(IP). Thirdly, if a city or corporation had already invested in
installing and maintaining a considerable number of analog
cameras, the suppliers can insert a layer of software that can
deal usefully with images from those cameras. Fourthly,
some cities or other major users (but not all) have opted for
new and varied forms of video analytics which do not
necessarily rely on previously less reliable technology like
face recognition but which identifies potential risks in other
ways of analyzing the video signal. Fifth and perhaps most
importantly, system designers are not relying on video alone
but are increasingly bringing in audio and indeed other
signals from every possible type of sensor imaginable and
analyzing them.

Within new project design work [19] initiated by our
research centre, we have categorised this new phenomenon
as the Massively Integrated Multiple Sensor Installations
(MIMSI) approach to surveillance. To put it differently,
supposedly “smart” technology (such as automated facial
recognition) was perceived to be failing and needed to
become even “smarter”. The dual approach of different novel
forms of video analytics and less reliance on optics through
large scale integration means that one of the key technology
areas that privacy lawyers now need to deal with is MIMSI.

When surveying recent surveillance developments in
Beijing, Chicago, New York and Shenzhen the common
denominator is MIMSI and in at least three of these cities,



the company providing the smart technology is the world’s
largest IT company IBM. While IBM is a great propagator of
everything “smart” [20] and is quick to point out the
advantages of a MIMSI approach to less controversial
applications such as water and electricity management [21] it
has also overtly integrated its SMART S3 technology in both
Beijing and Chicago’s public CCTV systems and is
reportedly also set to do so in New York [22] with inroads
already made into Italy’s UNICredit bank and other sites
internationally  [23]. However, the effectiveness of
integrating data from several sensors into one system has
been questioned by some commentators [24] They point out
that while using multiple sensors/detectors can be effective,
it is difficult to predict the number and kinds of detectors
(e.g. are radiation detectors enough when terrorists can resort
to dynamite?) needed in any particular situation. The logical
answer may be to use all necessary sensors/detectors that are
successful in detecting and displacing (if not deterring) crime
when used in combination with CCTV [25] and if they are
less privacy-intrusive than other sensors but more effective
in countering real threats then they may indeed be a
preferable investment in high risk areas.

For other commentators the issue simply lies with
business opportunities opened up by MIMSI. If sometimes
privacy does not seem to be at the top of some people’s
concerns, the answer may possibly be in the figures. In terms
of business alone the situation may be summarized as
follows: in 2009 the Chinese internal-security market is
worth an estimated $33 billion — “around the same amount
the US Congress has allocated for reconstructing Iraq” while
“The global homeland-security business is now worth an
estimated $200 billion — more than Hollywood and the
music industry combined” [26]. The momentum achieved
by such a global business inevitably means that every
entrepreneur who may sell his/her new sensor to a MIMSI-
type surveillance system will try to do so, and often succeed,
feeding on fears provoked by every new emergency or
terrorist attack. The business opportunities offered by
MIMSI are not lost on entrepreneurs. In Shenzhen, “the
cameras that Zhang manufactures are only part of the
massive experiment in population control that is under way
here” [27]. The big picture is integration: the linking of
cameras with other forms of surveillance such as the Internet,
phones, facial-recognition software and GPS monitoring
[27].

Il.  MIMSI IN CHINA

Before proceeding to examine some of the legal aspects
of MIMSI it is instructive to note the technological
capabilities of the level of integration. Commentators argue
that “Chinese citizens will be watched around the clock
through networked CCTV cameras and remote monitoring of
computers. They will be listened to on their phone calls,
monitored by digital voice-recognition technologies. Their
Internet access will be aggressively limited through the
country's notorious system of online controls known as the
"Great Firewall." Their movements will be tracked through
national 1D cards with scannable computer chips and photos
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that are instantly uploaded to police databases and linked to
their holder's personal data. This is the most important
element of all: linking all these tools together in a massive,
searchable database of names, photos, residency information,
work history and biometric data. When Golden Shield is
finished, there will be a photo in those databases for every
person in China: 1.3 billion faces” [28].

It is also important to note that while the NYPD declares
in its (non-binding) guidelines that it will not be using face
recognition technology [29], the Chinese have no such
qualms and indeed in 2008 were busy conducting tests aimed
at integrating face recognition into their nationwide
surveillance system [30]. The UK seems to have of late
overcome some of its earlier hesitancy over face recognition
technologies (FRT) since “only recently have they become
reliable enough to be deployed on a large scale” [31].

It is equally instructive to note that it has been claimed
that integrated technologies have already led some Chinese
dissidents to flee their homeland. “Internet cafes used to be a
place in China where people could use the Internet with
some degree of anonymity and that's really been eroded...
Every time he went to an Internet cafe, he needed a special
ID. The Internet cafe takes your national ID and then issues a
card for you that's linked to your national ID, so every time
you're logged onto the Internet, you're scanned and if you're
on a list an alarm will go off somewhere because the alarm is
linked in to local police. It's clear that it's not just the
cameras feeding directly into local police; it's the computer
themselves.” [32]. Somebody could suffer from surveillance
of Internet use, that is, if he were ever allowed to use the
Internet in the first place. In an integrated system with a
centralized database feeding to local watchdogs (local or
provincial police) controls can be applied to anything from
booking into a hotel or even trying to use the Internet [33].

The level of integration is now so high and the level of
crackdown on free use of the Internet in China is apparently
so acute that on October 8 2009, 15 Chinese intellectuals,
including writers, scholars and lawyers, jointly issued the “an
online Internet Human Rights Declaration” reinstating the
citizen’s rights to access and disseminate information” [34].
The main problem of course is that it has been claimed that
the same type of integrated control may mean sanctions for
any Chinese lawyer who tries to tackle these issues [35].

IV. MIMSI GOES WEST

The space afforded by this short paper does not permit
one to delve further into the privacy and other legal aspects
of MIMSI in China where certain elements of public policy
may be different to that within the EU and North America.
This paper now attempts to identify which legal safeguards
have been put in place to prevent MIMSI in western
democracies from constituting the same threat to
fundamental rights and democratic values as would prima
facie appear to be inherent in, say, the Chinese approach to
and uses of integrated surveillance systems. Back in “the
West”, as has been seen above, MIMSI is making significant
inroads in places like New York and Chicago but despite
vociferous complaints and the occasional law-suit by civil



liberties groups, when it comes to surveying the legal
framework within which MIMSI operate, a common defense
advanced is that ‘whatever goes on in a public space is not
subject to any constitutional rights on privacy’. In spite of
this, it is clear that some police authorities like NYPD are
moderately sensitive to the privacy concerns of citizens. The
NYPD in February 2009 published a draft set of guidelines
inviting input in the course of what was outwardly a public
consultation exercise. By October 2009 the Guidelines
appear to have been adopted and the NYPD claim that they
are “first-of-a-kind”. Certainly, at first glance, they contain
some interesting points. Firstly it is interesting to note that
the NYPD nomenclature for MIMSI is a Domain Awareness
System (DAS) for which they find the widest possible
definition: “technology deployed in public spaces as part of
the  counterterrorism  program of the NYPD’s
Counterterrorism Bureau, including: NYPD-owned and
Stakeholder-owned closed circuit television cameras
(CCTVs) providing feeds into the Lower Manhattan Security
Coordination Center; License Plate Readers (LPRs); and
other domain awareness devices, as appropriate.” [36]
Having included practically every device under the sun,
the Guidelines go on to make two important qualifications:
“The Domain Awareness System will be used only to
monitor public areas and public activities where no legally
protected reasonable expectation of privacy exists. Facial
recognition technology is not utilized by the Domain
Awareness System” [37]. Having made these two explicit
statements clearly aimed at placating members of the public
concerned with privacy or pre-empting any reminders of past
police failures with FRT, it is also interesting that at first
glance, the Guidelines seemingly conform to the notion of
“purpose” fundamental to European data protection law
(where data gathered for one purpose may only be used for
the same or a compatible purpose). In Section 1IB they
explicitly contain a Statement of Purpose which assures the
reader that “The Domain Awareness System is a
counterterrorism tool designed to: Facilitate the observation
of pre-operational activity by terrorist organizations or their
agents; aid in the detection of preparations to conduct
terrorist attacks; Deter terrorist attacks; Provide a degree of
common domain awareness for all Stakeholders; Reduce
incident response times; Create a common technological
infrastructure to support the integration of new security
technology” [38]. Note that “integration”, key to the concept
of MIMSI is a stated, explicit and relatively unrestricted aim
of DAS and that a closer reading of later sections actually
permits the NYPD to use the data gathered for any legitimate
police purpose (with minimum inconvenience to them and
minimalistic safeguards).There are also effectively no real
limits to the extent to which the DAS may be integrated with
other systems “In certain cases, technologies governed by the
Guidelines may utilize or be integrated with systems and
technologies deployed by other bureaus and divisions of the
NYPD” [39]. In which case all we are told that they will be
regulated by another memorandum (not these Guidelines).
There is provision in the Guidelines for data sharing with any
kind of third party (not even necessarily a police or security
force)-all an overseas police force requires is a Memorandum
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of Understanding and the data sharing is authorized in terms
of the Guidelines [40]. The section providing sanction is as
weak and vague as they come simply stating that
“appropriate disciplinary action will be taken” which is not
much deterrence to abuse of the system by any officer.

So with a blank cheque to integrate at will to use the
system for any kind of legitimate police work, what kind of
legal constraints are actually placed upon the NYPD’s use of
DAS? A saving grace is a clear policy statement on the
duration for which data shall be stored and kept [41] but it
should be clear that the Guidelines have no force of law and
are little better than a non-binding Statement of Intent. This
is made amply clear in the concluding part of the Guidelines
which state “Nothing in these Guidelines is intended to
create any private rights, privileges, benefits or causes of
action in law or equity” [42]. So much therefore for any
hopes that an aggrieved citizen may have had of exacting
redress from the NYPD in pursuance of a “first of a kind”
document.

This has been recognized by the ACLU lead counsel on
the LMSI case [43] as well as some of the local lawmakers.
One councilman, whose lower Manhattan district includes
the designated area, was quoted as saying that he views the
NYPD's guidelines as a first step toward ensuring that video
surveillance is done properly and it is important that this not
allowed to evolve into a general surveillance system, but
rather be used to identify and prevent real threats [44]. The
same councilman plans to introduce legislation that would
codify regulations and restrictions for video surveillance in
the five boroughs. [44]. When doing so, lawmakers in the US
have a number of choices to make. They could do worse than
examine the report and model legislation drafted by the not-
for-profit Constitution Project and published in 2007 in
Guidelines for Public Video Surveillance [45] though to date
it would appear that less than a handful of US municipal
lawmakers have actually enacted statutes regulating video
surveillance [46]. They would also do well (and possibly
better) to look across the Atlantic and find out what the
Europeans have been up to.

The Council of Europe had fully 22 years ago adopted a
seminal Recommendation on the use of personal data for
police purposes [47]. Although technically not binding for
the 47 member states of the Council of Europe, R(87)15
attained significant importance when it was in 1997 adopted
as the data protection standard for the EU’s Schengen
Agreement. As the EU moves closer to an ability to legislate
further on Justice and Home Affairs issues with the recent
steps to implementing the Lisbon Treaty, it would not be
unreasonable to expect that much if not all of R(87)15 would
be transformed into a binding part of EU law. Of particular
note in this instance is that part of R(87)15 which would deal
with smart surveillance, especially since a characteristic of
the latter is the automation of part or all of the decision-
making process in surveillance. As has been noted in many
works on police surveillance work, two of the key problems
addressed by automation of video analytics include i. the
sheer volume of data generated by a massive amount of
cameras and sensors and ii. the inability of VDU operators to
retain concentration on the job of watching multiple images



on multiple screens. This is where the smart software
becomes mission-critical to law-enforcement: it needs to be
able to sort the wheat from the chaff and direct attention of a
human operator when a pre-determined risk situation is
identified. To this extent the smart system is already taking a
decision in an automated manner. The extent to which it can
continue to set in motion a whole range of responses in an
automated manner depends very much on the way the system
is set up.

The Council of Europe (and its data protection heir, the
European Union (EU)) has long had a strict line on the non-
acceptability of having automated decisions taken with
significant impact on data subjects and R(87)15 is no
exception. Section 2.3 of the Recommendation explicitly
lays down that “The collection of data by technical
surveillance or other automated means should be provided
for in specific provisions”. Unlike the general licence on
integration afforded in the NYPD Guidelines, Section 5 of
R(87)15 is far stricter “The interconnection of files with files
held for different purposes is subject to either of the
following conditions: a. the grant of an authorisation by the
supervisory body for the purposes of an inquiry into a
particular offence, or b. in compliance with a clear legal
provision. Direct access/on-line access to a file should only
be allowed if it is in accordance with domestic legislation
which should take account of Principles 3 to 6 of this
recommendation” [48]. A glaring difference between the
European data protection regime and the NYPD guidelines is
the right of access, rectification and erasure of personal data
granted to data subjects in Principle 6 of R(87)15 but which
is nowhere contemplated in the New York guidelines.

Easily the most interesting recent legal development
pertinent to the level of automation inherent to smart
surveillance systems such as MIMSI is the EU’s Council
Framework Decision 2008/977/JHA of 27 November 2008
on the protection of personal data processed in the
framework of police and judicial cooperation in criminal
matters” and especially where on reads in Article 7 captioned
“Automated individual decisions”

“A decision which produces an adverse legal effect for
the data subject or significantly affects him and which is
based solely on automated processing of data intended to
evaluate certain personal aspects relating to the data subject
shall be permitted only if authorised by a law which also lays
down measures to safeguard the data subject’s legitimate
interests” [49].

While currently applicable only to data exchanged
between states (though the pressure is on that this rule like
others will later become applicable to all forms of police data
within the EU), this regulation would prima facie mean that
any smart surveillance system would only be able to be
operated if there exists a specific law authorizing such use
which in turn must lay down specific safeguards *“to
safeguard the data subject’s legitimate interests”. At this
moment in time, it is not only New York or Chicago which
lacks such a law but indeed most if not all of the European
Union’s 27 member states. Essentially CFD 2008/977/JHA
lays down what is on the face of it quite a strict rule but since
it does not provide any concrete examples of the types of
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safeguards that its drafters had in mind it still leaves EU
member states some way to travel before they can be in
compliance. So the public policy quandary about smart
surveillance would, in the EU, appear to have been resolved
by international agreement which requires every member
state to have in place a specific law which explicitly
authorizes automated systems such as smart surveillance and
which just as explicitly spells out the legal safeguards for
data subjects affected by such systems. Member states have
as yet no model law or detailed guidelines on how to achieve
this objective (certainly CFD 2008/977/JHA does not
provide this) but perhaps help is at hand: by 26th November
2009 the European Commission is expecting to receive
offers for research projects aimed at possibly filling such a
void in an effort to strike the right balance between smart
surveillance on the one hand and privacy and data protection
on the other. As to whether such research would actually, by
2014, produce a model law in full compliance with CFD
2008/977/JHA remains a moot point. Even it if were to do
so, the extent to which it would become a model to be
adopted across the Atlantic, never mind in China, remains
doubtful, given US reluctance to follow any kind of
European lead on privacy and data protection law.
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