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Introduction

The introduction of e-voting faces the same challenges as introducing any other “e”-issue, for example e-government. It may be that politicians or administrators expect to take a paper version of a certain service or process and simply put it on the internet. Unfortunately, the reality is more complex, and this is nowhere more the case than with e-voting.  
There have been many developments in the field of e-voting since the Council of Europe Recommendation on legal, operational and technical standards for e-voting (Rec(2004)11) was adopted by the Committee of Ministers in 2004. Some countries no longer use 
e-voting; some countries have conducted pilot e-voting schemes and decided not to introduce it. At the same time, there are other countries which continue to conduct pilot schemes and introduce e-voting. E-voting has also been used in other elections, for example student councils or youth boards. There are also countries or organisations
 which would like to start conducting pilot schemes on e-voting but have not yet examined all the options. This document has been written with them in mind. 

This document reflects the findings from several events which have examined the development of e-voting. These include the Second review meeting of Recommendation (2004) 11 which took place in Madrid in 2008 and the Sessions of the Forum for the Future of Democracy in 2008 and 2009.  

This document does not aim to express an opinion for or against the introduction of 
e-voting; it is designed to provide assistance and guidance to those who are considering introducing it. 

One of the central themes highlighted in this document is the issue of trust. Over the years, it is has become clear that e‑voting systems cannot be introduced without citizens having trust in their political and administrative systems. Another important aspect to consider is to ensure that e-voting does not lead to the exclusion of certain groups, for example the socially disadvantaged or people with disabilities. Furthermore, it takes time to develop a robust and secure system and the necessary research and development time must be allocated before any e-voting system is finally introduced.  
This document can be used as a stand-alone handbook, but governments or organisations would reap the most benefits by consulting it in combination with the Council of Europe Recommendation on legal, operational and technical standards for e-voting (Rec(2004)11). Statements and recommendations which have been made in this Recommendation are not replicated in this document. Users are also advised to consider the recent work of the continuing work of the Council of Europe in the field of e-voting, especially as regards certification of e-voting systems and transparency of e-enabled elections
. 
The first chapter of the document deals with aspects of e-voting which need to be considered carefully before conducting pilot schemes or experiments. The next chapters of the document are structured by the electoral cycle
 developed by International IDEA in cooperation with the European Commission. This cycle has three main stages - pre-electoral period (preparations), electoral period (operations) and post–electoral period (strategies) - and e-voting issues will be discussed accordingly. It should be noted that any reference to elections also includes referendums. Definitions can be found in the appendix. 

Chapter 1 Points to consider before introducing e-voting
There are different aspects to e-voting which need to be considered carefully before conducting pilot schemes or experiments. These aspects include the paper trail, the use of open or proprietary software, family voting, identification of the voter, the removal of the link between vote and voter, the design of the electronic ballot paper, confirmation of the vote, the verification of the vote and the voting period. 

1. 1 Voter Verified Paper Audit Trail (VVPAT)
A paper trail can be added to voting computers in a polling station. A VVPAT can provide physical, unalterable evidence of how the voting computers interpreted the voter’s vote. This is done by showing the result to the voter on paper and these votes can be used as a potential backup in case the voting computer breaks down or fails in another area. The voter would thus cast his/her vote on the computer and a printed version of the vote would either be shown to the voter behind a glass screen or given to him/her who would then put the printed version of the vote in a ballot box. This latter option has the problem that printed version could, accidentally of not, disappear which could potentially lead to vote selling or to the option that the voter has to show proof to another person of how s/he voted (family voting). This could lead to pressure on the voter. 
One of the reasons for introducing a paper trail is to reinforce peoples’ trust in the system. The voter can check if the printed version matches his/her electronic vote.
 A further reason for introducing a paper trail is that it enables a manual re-count if necessary. Before introducing this option in the system, the decision must be made as to which type of vote (electronic or paper) takes precedence if there is a difference in the result. An argument to give precedence to the electronic vote is that voters have cast their vote in this manner. However, a counter-argument could be made for the paper vote because those votes are “visible”. 

In order to foster trust in the process, a mandatory count of paper votes in a few, statistically meaningful number randomly selected polling stations could be envisaged. However, it is important that polling station officials are not informed in advance as to which polling stations will conduct the paper count. Any discrepancies between the paper and electronic results should be subject to further investigation. 
A paper trail should not be added to the voting tools in uncontrolled areas like from home since this could lead to “selling votes”. A solution to this issue could be end-to-end verification. This system often uses cryptographic methods to create receipts that allow voters to verify after the election that their votes were not modified, without revealing which candidates were voted for. Voters would then for example, after they have cast their vote, receive a 23 digit number. After the election, voters can then go to a website where the voter can verify through the number if his or her vote has been counted. 
Another solution could be the ‘reversible vote’. A voter could cast his vote via internet as many times as he or she whishes and on Election Day he or she can go to the polling station. The vote which will be counted is either the last vote cast via the internet, or the vote cast in the polling station. In this way it is useless to buy votes because the voter can always change his vote back to what he wants to vote. 
1.2 Open source or proprietary software

Proprietary software is software which is licensed under exclusive legal right of its owner. The buyer is given the right to use the software under certain conditions, but restricted from other uses, such as modification and further distribution. Open source software is software which has freely available source code, which grants right of users to use, study, change, improve, expand and distribute the source code.

An important decision when defining an e-voting strategy is whether to use open source or proprietary software. This is especially relevant to the issue of trust. Several e-voting companies use proprietary software and the disadvantage of such software is that in most cases the rights holder of the software does not make the source code available to the general public (or only partially or temporarily available). In some cases, a few select experts are given the possibility to review the source code. However, this would most likely take place under strict rules, for example through non-disclosure agreements obliging the electoral authority to refrain from revealing anything about the content of the source code, their conclusions or their recommendations. This is not a very transparent process and will therefore not contribute to establishing trust. 
One major advantage of open source software is the increased trust of the citizens and other parties involved in the e-voting system. This is reinforced by the fact that the suppliers are independent and there is no vendor lock-in. Furthermore, information security is increased because the source code is available to all and the future stability of the chosen e-voting solutions is strengthened as the source code can also be supported by third parties. Moreover, licence fee costs are lower (because open source software is generally made available free of charge) and using open standards often reduces problems when connecting to other software. Proprietary systems also can, should and are using open standards like EML to increase interoperability, in conformity with requirements one can set. 
A third solution is that proprietary source code can be owned by the government. This option means that the government has control over the source code and its distribution.  This approach allows the government, independent bodies and citizens to study the source code and to propose improvements if they wish. In this case, however, the government can also decide to not disclose the entire source code, for example for security reasons.  
1.3 Family voting

Family voting refers to circumstances when a family member votes for other family members. This situation is more likely when a vote is not cast in a polling station, which is a supervised place where citizens cast their vote in private. Thus, in the case of remote voting in an uncontrolled environment, such as internet voting or postal voting, secret suffrage cannot be fully guaranteed. 

In order to address the challenge posed here, there are several solutions:

1. Before casting the vote, the voter could be asked certain personal questions like date of birth, or mother’s family name. Only a correct answer would allow the vote to be counted. If the answers are not correct, the process of casting the vote will continue, however, the vote will not be counted. The intended voter, thus the voter who knows the correct answers, and can then vote at another moment, in private. 
2. Introduction of multiple voting-one vote counting could be envisaged. There are two types: 

· The voter has the right to vote via the internet as many times as s/he wishes to, but only the last vote cast will be counted. 

· The same idea as above with the added possibility of the voter being able to go to a polling station (on Election Day). The vote which is cast in the polling station is the vote which will be counted since this is the only vote which could be guaranteed to have been cast in secret. 
In both cases it must be ensured that the earlier cast votes will be cancelled before the final vote is counted. 
1.4 Identification and authentication of the voter

When e-voting is used in a polling station, the voter identification process could stay the same, but it could also change if an electronic voter register is used. In the latter case, provisions need to be in place to ensure that the voter’s identity should not be linked to his or her vote (see below). 

Internet voting from home
 is different and an electronic identification system must be developed. Voters could authenticate themselves with an electronic ID card or, when such a system does not exist, authenticate themselves by using a combination of username and password with a control question (for example, date of birth). It is important to realise that without a physical token like an electronic ID, voter authentication is less reliable and it is much easier to sell ones vote by disclosing username and password to a third person.

It should be noted that when voters have to make up their own username and/or password (for example, when registering to vote), they may not remember the username and/or password or they may have misplaced them. Thus, a system needs to be set up to provide a new username and/or password at very short notice whilst at the same time ensuring that the voter can only vote once. 
1.5 Removing the link between vote and voter

In order to adhere to secret suffrage, one of the main principles of democratic elections, it is important that at some point in the voting process, the link between the identity of the voter and the vote itself is removed. This should preferably be done immediately after the voter has cast his/her vote. Since the vote and the voter should not be linked, it is important that a procedure is established regarding who has access to the voting register and the voters’ registers (preferably managed by different authorities), when and under which circumstances they will have access, and how long the registers will exist as well as how, and by whom, they will be deleted. In the case of multiple voting (see paragraph 1.3) specific technical solutions must be put into place. 
1.6 Design of the electronic ballot paper

In order to avoid confusion, the fundamental idea is to have an electronic ballot which exactly resembles the paper ballot. However, it could be possible that one has to abandon this fundamental idea because for example ballot papers may be too large. It would then be difficult to have the same design when using a computer. It may therefore be necessary to have a two-step approach. The voter would first choose a party and then, on the next screen, vote for their candidate of choice. The need to scroll down the screen should be avoided because this would jeopardise the equality of the candidates as the ones who are only visible when a voter scrolls down would be disadvantaged. 
It is necessary to make sure that a wide range of people with disabilities (including blind people and those with impaired vision or people with restricted mobility) are enabled to use an e-voting system. With this in mind it is advisable to take into account the Web Content Accessibility Guidelines
 when designing the interface. This could lead to the need to increase the font size and hence change the appearance of the ballot paper on the side and bottom of the screen. This could result in the fact that voting by voters, who are for example not blind, becomes less clear and efficient. 
1.7 Confirmation of the vote

It is advisable to have the voter confirm his/her e-vote. The procedure would be that the voter votes for a party, a candidate, gives one or more preferences, blank or votes yes or no in a referendum. The next step would be that the voter receives an overview of all his/her votes and is asked to confirm his/her choice. If the voter is not satisfied with the overview, he/she should be able to return to the election or referendum options and change his/her vote. The voter should then receive a new overview. Once the voter is satisfied, he/she should confirm his/her choice.

Since this is an additional and new step in the election process, special attention should be paid to informing the voters about this new procedure as it has been shown that this procedure is not always clear. Furthermore, it should be noted that if the confirmation stage is not completed the voting process is potentially open to fraud with polling station personnel tempted to “finish” the casting of the vote. 

1.8 Verification of the vote

Some experts believe that trust in e-voting systems would increase if the voter could verify that his/her vote has been counted. This procedure can be included in the voting process by providing the voter with a randomly generated code produced after the voter has cast his/her vote. After the election, the voter could then use this code to check on a website that his/her vote has been counted. 

There are arguments in favour of enabling the voter to be able to check the content of the vote online as this is the only way for a voter to be certain that his/her vote was counted and stored right. Although this would contribute to the transparency of the process and thereby contribute to reinforcing trust in the system, it can also encourage the “selling of votes” as proof of voting choice can be provided to a third party. Another consideration is that this process does not exist in a paper election. 

1.9 Voting period

Citizens are generally accustomed to a one-day Election Day although this may be extended if e-voting in polling stations is used. However, when introducing internet voting from home, it may be considerd to extend the voting period from a few days to a few weeks. One advantage of this is that it will reduce the availability and capacity demands. However, it has to be noted that it can water down the electoral campaign if a significant number of voters have already voted long before Election Day. 

There are different options as to when to end the period of internet voting:

· One or two days before Election Day. This would give the organisation extra time to update the voters’ register if necessary;

· The same time as voting in the polling station. This necessitates an online voters’ register being in place. 

Chapter 2 - Pre-electoral period (preparations)

2.1 
Legal framework 
2.1.1 Constitution

Generally, the Constitution enshrines the main principles regarding the rights of citizens in 
elections/referendums (hereinafter referred to as elections): universal, equal, free, direct and secret suffrage. E-voting represents a certain way of voting and should not influence these general principles of voting. However, when remote voting from home is introduced, thus in an uncontrolled environment, for example postal or internet voting, guaranteeing the secrecy of the vote poses a particular challenge. 
2.1.2 Legislation

One has to consider if a legal basis is required for pilots or requirements. If only a pilot scheme is being conducted where the voting results of the testing are not binding, it is probably the case that there is no need to provide a legal basis. However, whilst conducting an experiment with official, binding voting results probably requires a change to the legislation. In any case, it would be useful in this phase of the testing to start preparing for a possible change in the electoral system, without fundamentally changing the foundations of democracy.
In most countries, existing electoral law does not contain a provision for e-voting. In order to conduct experiments concerning e-voting or introduce it, new legislation needs to be drafted. This new legislation could take three different forms: 

1. A temporary law permitting e-voting experiments;
2. A change in the existing electoral law or in the implementation of existing legislation;
3. A temporary law for e-voting and changes in the existing electoral law. 

Reform of electoral legislation is a complex undertaking and thus it is imperative to begin this process as early as possible. In most cases, legislation permitting e-voting experimentation has a specific time limit and is geared towards one or more specific elections. For example, experiments may only be conducted during local elections. The advantage of using a temporary law is that the existing electoral legislation does not have to be modified, which would probably take more time, thus slowing down the process. As regards a temporary law, it is important to ensure that the timeframe provided is sufficient to allow for the possibility of further experiments.  

The process of changing existing electoral legislation would, in all likelihood, take more time as it would not simply entail the addition of an e-voting provision. The entire electoral law would have to be reviewed in order to examine where and how the different parts of e‑voting could be integrated. 
 
Experiments and pilot schemes on e-voting are undertaken in order to provide input for any decision on the introduction of e-voting. One legislative option would be to prepare a preliminary temporary legislation and, while conducting the experiments, begin preparing the amendments to the existing legislation. The advantage of this combined approach is that no time is lost once a decision to introduce e-voting has been made. The disadvantage is that certain findings of the experiments could change the text which has already been drafted. 

When drafting legislation for e-voting, legislation should be technically neutral and details should be regulated in lower legislation in order to enable a simple and swift changing process.  Information and Communication Technology (ICT) is a fast-growing area, and no-one wants to be tied down to old-fashioned ICT.
2.1.3 Electoral systems and electoral districts
E-voting can be used in any electoral system - there are no exceptions. It may, however, be more efficient in one system than in another. One of the reasons for introducing e-voting is that it facilitates vote counting: it takes less time and fewer mistakes will be made. However, when introducing e-voting in the more complex voting systems one has also to keep the user friendless in mind. It might be easier to count the votes, but it still has to be simple and straight forward to cast the vote. One also has to make sure that the electronic vote is equally robust against fraud. 
With regard to electoral districts, it is vital when conducting e-voting experiments or pilot schemes that it is made plain that the aim is not to review or question the electoral districts. It must be clear during e-voting experiments that no party or candidate is favoured or disadvantaged. 

Special attention should be paid to the number of voters at each polling station, taking into account that e-voting for the first time can take more time for some groups of voters (for example, the elderly)  than traditional voting systems. Also members of the polling station could lack experience and they could have trouble with the speed of the voting computers.  
2.1.4 Electoral Management Body
In those countries where the Electoral Management Body (EMB) is not responsible for organising the elections, it is important to keep them involved. Although it is essential for an EMB to be independent, the organisation can play an essential role in fostering trust. For example, it the EMB publicly declares that the e-voting system which is about to be introduced has shortcomings; the whole process would be undermined. It is therefore also important that the EMB has the necessary technical expertise to make it capable of understanding the entire technical process of the e-vote. 
The responsibilities of an EMB should be clearly defined in the legislation. In some countries, an EMB is the body responsible for the organisation of the elections as a whole, whilst in other countries it is responsible only for the conduct of elections. In many cases, the EMB is responsible for declaring the end result of the elections. This means that it is also involved in the electoral process, and can thus use electronic means to execute its responsibilities. For example, this could be done in the tabulation of the different results which come in from different polling stations or municipalities. When the EMB uses electronic means in its own process, it too must also ensure that the issue of trust is addressed; the EMB needs to be trusted by all actors, i.e. citizens, political parties, media and observers. 
2.1.5 Codes of Conduct

Drawing up Codes of Conduct is good practice regardless of the means by which the vote is conducted. It facilitates the clear communication of expectations regarding the behaviour of all the actors involved in the voting process and it indicates possible sanctions if the standards are not respected. Thus with e-voting, it is highly advisable to elaborate Codes of Conduct for all those involved, including the technical designers, testers, software architects and other technical staff who would not be involved in a non e-enabled election. A Code of Conduct could be made official by making it a part of the e-voting legislation.
2.2 
Planning and implementation

2.2.1 Budgeting, funding and financing

One of the major aspects regarding e-voting is the financial issue. E-voting requires investment, but it should facilitate financial savings in the long run. It is important to be fully open and transparent in the way the project is being financed in order to foster trust. 
There are four options for acquiring an e-voting system:

1. Designing and building an e-voting system of your own;
2. Buying an e-voting system in order to obtain the intellectual property for that system; 
3. Leasing an e-voting system, and thus leaving the intellectual property of the system with the proprietor. However, one has to realise that this system is open to criticism. 
4. Share or buy the rights to use a system from a vendor as listed in point 1 or 2.
The first option, developing an e-voting system, has a financial disadvantage in that it is expensive. The first e-voting experiment will be very costly, especially with regard to the costs per voter, but in the long run, the e-voting system should enable financial savings. The advantage of building an e-voting system is control over the product, which should increase citizens’ trust in the system. It also ensures the possibility of deciding whether to use open source software or not. Being in charge of a system means less dependence on suppliers and prevents a possible vendor lock-in. A tailor-made e-voting system will meet all the necessary requirements and will best correspond to national and local specifics.    
The same advantages and disadvantages regards designing a system are applicable, mutatis mutandis, to buying one. 
In the short run, leasing a voting system from a supplier is likely to be less costly since the system will only be used for one election at a time. However, in the long run this option could be more expensive. One disadvantage of leasing a voting system is that it is very difficult to review the source code of the system. Reviewers, hired by the government, will often have to sign a non-disclosure agreement for the reviewing process and in most cases would not be permitted to release their own findings. Some companies have held an open day for citizens where they are able to review the source code. It is important that enough time should be given to review certification and evaluation reports as well as their results from source code inspection. A second disadvantage is that it is difficult for citizens to trust the system if the vendor is not being transparent
. 
When establishing a  budget, it should be kept in mind that funding is not only required for the software and/or hardware, but also for storage, testing, communication, evaluation, research, auditing and training. The budget will be recurring throughout the whole period when the e-voting system is in use.  Therefore one has to make sure there is a flexible budget which can adapt to for example adopted changes in legislation which could require new demands on the e-voting system in use. It should also be clear from the outset who is responsible for which costs.
2.2.2 Election calendar
E-voting will normally not affect any statutory or administrative deadline in the electoral process. An EMB’s election calendar should not therefore involve any changes, unless of course changes are made while amending the electoral law. 
However, there will be consequences for internally kept election calendars. E-voting requires different working methods (organising election work and training, for example). An internal calendar will help to maintain deadlines and achieve milestones. 
2.2.3 Recruitment 

When starting an e-voting project, it is important to recruit a project management team. This team should ideally consist of the following:
1. Project Manager who will have the overall responsibility for the project; 
2. Communication specialist who will be responsible for communication about the project, in particular to local authorities, citizens, political parties, civil society, media and observers; 
3. Technical specialist who is responsible for all technical aspects of the 
e-voting system and is responsible for all contact with the vendor; 

4. Security specialist who will be responsible for all the security features;
5. Implementation specialist who is responsible for conducting the experiment and/or the implementation of the e-voting system; 

6. Training specialist who will be responsible for developing and organising training activities for electoral bodies and citizens and for others if necessary;
7. Legal expert who is responsible for all legal matters;
8. A devil’s advocate who should be able to provide different views to the rest of the team and who should be able to propose various constructive solutions. One aspect of this work is to try to detect the maximum number of faults in the system to highlight any potential attacks. The faults of the system must be sought in both the unintentional misuse in intentional attacks that would attempt to try to undermine public confidence.  
This project team could be set up at any governmental level. It is advisable to reserve a ring-fenced multi-year budget for the entire project. This will ensure the independence of the project from financial fluctuations. 
It is also advisable to set up an advisory board. Participants could be members of political parties, academics, representatives of local, regional and/or national authorities, representatives of civil society. It should also include representatives of organisations which do not favour e-voting, if they have a constructive approach.. The role of the board would be to give general advice about specific aspects of the e-voting project. 
The e-voting project should also take into account that the implementation of an e-voting system calls for the recruitment of IT specialists in electoral bodies in order to ensure that they understand the system in use. Lastly, in the case of e-voting experiments, it is advisable to set up an evaluation commission consisting of different voting experts, for example a security expert, an election expert and a member of the local authority. 

2.2.4 Procurement
Procurement of e-voting can include hardware and software for electoral administration, voter registration, voting, counting and tabulation. Before starting, it is important to decide what kind of contract is required and for how long. Long-term planning is essential with regard to how many elections are to be covered by this procurement and what happens when the procurement ends (what are the different scenarios?). Planning ahead will save time and money in the future.  

In order to ensure transparency and trust, all parties involved in the tender need to follow general procurement procedures. In order to guarantee an open and competitive bidding process, an official tender should be organised. Openness can, for example, be created by using internet services such as live webcasting.  

In this process, it is not only the government which is responsible; vendors are equally responsible. They should therefore do their utmost to be as transparent and reliable as possible and ensure that they resemble all currently existing local, regional, national and European recommendations.  

 2.2.5 Logistics 

General logistics of e-voting organisation concern equipment in polling stations, organisation of technical support services, communication issues and storage.

E-voting in a polling station

Once it has been decided to conduct an experiment or to introduce e-voting in polling stations, it is important to put a logistics plan into place. With regard to voting, this plan should include: 

· If a computer is used: deciding on the number of computers required in each polling station and the equipment necessary to run them (cables, printers etc), how to prepare, distribute and install them, how to ascertain that the ballot box is empty, how to collect the computers after the election and how to store them between elections;

· Where to place the back-up computers and technical standby personnel so that they can reach a polling station if required urgently;

· How to prepare voting cards for the computers for voters (or for the computers for polling station personnel), how to distribute these cards to the different polling stations, how to collect them after the election, how to delete them and when and how to store them safely between elections;

· If the computer uses a disc or memory stick which will be used to store the results of the election: deciding how to transport this disc or memory stick to the central tabulation point, how long and where to store the disc or memory stick and how and when to delete the contents;

· If printing the results of the election in that polling station: deciding how to transport this list to a central tabulation point, how long and where to store the list and how and when to destroy it; 
· If a paper trail is used: deciding on how to deal with the printed votes, in what circumstances and when to count them, how to transport them to a central tabulation point, where and for how long to store them and how and when to destroy them;  
· If ballot papers and a ballot box are used as a back-up: deciding on how many ballot papers and ballot boxes are needed in each polling station, how to prepare and print the ballots, how to distribute the ballots and the ballot boxes, when to use them, how to collect them after the election, how to transport them to a central tabulation point, where and for long to store them and how and when to destroy them. If  paper ballots and electronic voting are used at the same time, it has to be decided beforehand how to deal with any differences which could occur between for example the total number of voters and total number of votes cast.
· If internet is used in a polling station: deciding how to arrange the internet connection in each polling station, how to set up this connection and how to ensure its safety, who will be responsible for setting it up and what to do if the connection fails. For more information on logistics regarding internet voting, see below.

Special attention should to be paid to storing the voting computers between elections. For more information, see 2.2.6 Security. 

Voting via the internet from an uncontrolled environment

If voters are given the opportunity to vote from home, the following logistical aspects apply:

· If a voter is required to use a special tool to vote like a polling card with a certain code, disc, card or card reader: deciding how many will be needed, how these need to be prepared, how they will be distributed and how the voter should install them;

· Where to place the main server and the back-up server. It would pose a problem for some countries if servers were placed in another country. Servers could be placed on the premises of the Ministry of Defence or in a specially secured location; 

· 
· If voting from outside the country: Not all websites can be viewed in every country because specific cryptographic tools do not always respect national legislation. Also, certain countries can block the voting website. The latter situation is very regrettable, but cannot unfortunately be influenced. 

· The system should prevent the printing of the vote, including printing by PDF printer type, in order to prevent vote selling and putting unwanted pressure on the voter. 
Kiosk voting

Some electoral authorities use public kiosks where citizens can cast their vote. These kiosks can be situated in many places: in the street, in town halls, in universities, etc. The same logistical aspects apply to kiosk voting as outlined at the beginning of 2.2.5 Logistics. It should also be noted that outdoor kiosks must be weatherproof and tamper proof. Generally speaking, constant supervision cannot be assured and it is a prerequisite that the kiosk cannot be tampered with. 

Polling station

Technology can also be introduced to manage the polling station. Logistical aspects include: 

· If a voting machine is used: deciding on the number of voting machines required in each polling station, how to prepare, distribute and install them, how to collect them after the election and how and when to store them between elections; 

· If specific electronic cards are used for polling station personnel to identify themselves on a computer: deciding how to prepare these cards, how to distribute them, how to collect them after the election and how and where to store them between elections; 

· If a scanner is used to count the ballot papers: deciding on the number of scanners required in each polling station, how to prepare, distribute and to install them, how to collect them after the election and how and when to store them between elections;

· If connections need to be set up between the voting machine and the computers’ of the polling station personnel: decide who will be responsible for these connections, the distribution of different equipment required, how to install and uninstall it, how to collect the equipment after the elections and how to store it between elections. Wherever possible, wired connections are preferable because hacking possibilities are greater with non-wired connections such as wifi; 
· If polling station personnel are required to use the internet to fulfil their tasks: deciding how to arrange the internet connection in each polling station, how to set up this connection, who will be responsible for setting it up and what to do if the connection fails (for example, back-up telephones present in the polling station).  

Back-up plan

A back-up plan should always be envisaged, for e-voting also. This back-up plan should include the action to be undertaken and the distribution of responsibilities in the following situations: 

· when equipment is late or missing;

· when equipment breaks down;

· if the internet connection fails;

· if access to the voting website or the voters’ register fails due to firewalls or other security measures;

· if there is an error in the software;

· if the website fails;

· if polling station personnel do not arrive;

· if there is a power failure.

2.2.6 Security

Security is an essential part of e-voting. Not only is technical security important, but also the security of procedures and personnel. For example, many things could go wrong if polling station officials are required to install software on a computer; and viruses are very often found on the computers of voters who vote from home. Also one has to consider the legal aspects of security. Such as the handling of a hacking attempt on an internet voting system from another country
 then where the election is held. 
This chapter deals with today’s security (2010) and at this point we cannot foresee when, where and how these matters will change in the near future. It is therefore recommended that you take in the information underneath, but also create your own threat model which you could use throughout your project. 
Using electronic means in the voting process requires strong safeguards against any misconduct. Firewalls must be set up, votes must be encrypted and decrypted, any cyber attacks must be defended against, etc. It is important that a good solid security system is in place at all levels. Security of procedures ensures above all that the system is able to guarantee that all citizens who are entitled to vote can vote and that after the closing of the election their vote is counted. 

With regard to the other aspects of the electoral system, procedures also need to be put into place. For example, who will be authorised to conduct maintenance on the e-voting system during the election and how many people should be allowed access to the system? Such interventions need to be protocolled and submitted to supervising authorities. It is also important to be able to verify quickly that the maintenance personnel is accredited
Another important matter to be broached is the so-called Tempest attack. All ICT tools, including electronic voting machines, emit electromagnetic rays containing information. Firewalls or antivirus software cannot prevent these rays from sending out information, thereby allowing third parties to obtain it. Secret suffrage is one of the main principles of elections and this could be compromised if this issue is not handled carefully. According to recent reports
, the Tempest attacks are much harder to monitor when one uses "flat screens" which emit much less electromagnetic radiation than big screen computers. It is therefore much more difficult to intercept information. Also early research has been done with one computer, it has never been demonstrated that it was possible to intercept information when a group of similar computers are being used which emit the same range of frequency. Therefore, in a polling station with several voting computers, in order to break the secrecy of the vote, one has not only to determine which signal comes from which computer, but also which computer was used by which voter. Also traditional legal provision could be set up to protect the secrecy of the vote, for example using of Tempest equipment in within 100 meters of a polling station will be illegal. 


Security procedures should be put into place in respect of the persons authorised to perform particular tasks and the way in which the following situations should be addressed:

· Access to the security system of the e-voting system ;
· Rights and capacity to modify the security of the system; 
· Access to the software; 
· Rights and capacity to modify the software;
· Access to the hardware;
· Right and capacity to modify the hardware; 

· Storage of the software and hardware (location, duration, security arrangements);  

· Access to the media devices (modification and storage);
· Access to voting cards (modification and storage); 
· Distribution and collection of software, hardware or other election material;  
· Access to the server; 

· Testing the system;
· Maintaining the system;

· Counting the votes; 

· Re-counting the votes; 

· Security checks of the people working on the e-voting system; 
· Authorisations and division of responsibilities regarding all above-mentioned issues; 
Special attention must be paid to storing the voting computers to ensure that they are stored safely to prevent any kind of tampering. This applies to the voting computers between elections, but also during the period between the configuration of the computers and the Election Day itself. One solution to this problem could be to upload specific software on Election Day in the presence of those who are responsible for the whole election. This applies not only to the voting computers itself, but also to the computers which serve on Election Day to receive, mix and compute the internet voting results.  A few incidents have occurred where illicit access to voting computers has proved to be quite easy and this entails the risk of tampering with the software or hardware. Furthermore, some of the newest e-voting equipment also requires a climate controlled environment. 

Certification

The purpose of certification is to independently verify that an e-voting system complies with all the specifications and requirements established at the outset. Certification applies to hardware and software. It is important that a body independent of political parties, government and suppliers conducts the certification. 

Since certification is part of the trust process, it should be carried out in the most transparent way possible. Unfortunately, most certification processes take place behind closed doors thereby producing the opposite effect and leading to distrust and doubts. Finally, it should also be noted that certification needs to cover all aspects of e‑voting and this includes the people involved in all the processes and systems as well as the software and hardware
. 
In some cases one can decide that an integral part of the certification cannot and must not be made public as is in accordance with the Recommendation on legal, operational and technical standards on e-voting (2004)11. For example all data concerning the security processes. In this case it will be difficult to reach full transparency. 
Testing

An important part of the preparations for an e-enabled election is the testing of the software and hardware. Sufficient time needs to be allocated to the testing phase; all too often delays in the development and building phases mean that there is no longer enough time for testing. Testing of the e-voting system includes: 

· Acceptance testing;

· Performance testing;
· Usability testing;
· Security testing;
· Stress testing;
· Review of the source code.
Ideally, a small test election should be conducted before the real election thereby gathering feedback on the process from potential voters. It is also advisable to invite representatives of the civil society to participate in such tests. During this test phase, potential voters should be invited to test the system as it would be used in the real election. 
2.3 Training and Education

2.3.1 Operational training for election officials

All election officials should receive training on the e-voting system, whether for a pilot scheme, an experiment or when introducing e-voting. During such training sessions, all election officials should be able to practise working with the system and experiment with it. This will give them a better idea of how it works and will also allow them to answer questions with regard to the system. 

Before selecting people who can participate in the election as election officials, their level of ICT knowledge they possess needs to be established. It is advisable that at least one polling station official has the required knowledge of ICT. It is also important that officials in other phases of the election process (for example, members of the EMB) have the required level of ICT knowledge or that they receive appropriate training if they do not possess this knowledge. 

2.3.2 Civic education

Civic education deals with the continuous development of civil society. It aims to educate citizens in the knowledge and skills they require to participate in the community, government and politics. This concept is therefore very broad and does not specifically apply with e-voting. This topic will not therefore be discussed further in this document.  

2.3.3 Voter information and training

E-voting has an impact on how, when and where people vote and it is therefore essential that sufficient time and funding is allocated to extensive voter education. This is a very important aspect to achieving the trust of citizens, political parties, academics and representatives of civil society.
When dealing with this new method of voting, citizens should be able to practise e-voting. For example, a test version should be available before and during the election on the website of the voting district. Special attention should be paid to the elderly and other groups of people who may not be familiar with modern technologies and the internet.

It is also important that an information desk is set up, either at national or local/regional level where citizens can ask questions about the method of voting and security, what to do if they have lost their access codes or polling cards, etc. Ideally this desk should be staffed 24 hours a day during the election period, especially for voters who are voting from abroad, if applicable. 
When an e-voting experiment is conducted or e-voting is introduced only for a specific group of people (for example, voters living abroad), targeted voter education will be required. Examples of voter education materials include brochures with graphics, a website, videos, banners and posters. All the information should be available in at least all official languages. 

2.4 Registration and Nominations

2.4.1 Voter registration

ICT can be used in the registration system, irrespective of whether a country uses a periodic list, a continuous register or the civil register. It can be applied in gathering, recording, storing, filing and printing of voter information. Registration can also be undertaken by the voters themselves, for example, via the internet. It is important to ensure that the system complies with the guiding principles of voter registration. An electronic register must not lead to the disenfranchisement of voters. 
When using ICT in connection with the voting register, the following aspects should be taken into account:

· Making the preliminarily voter list available to the public:  this can be done via the internet, but a paper version of the register should also be available at, for example, the town hall. Citizens should be able to contact the organisation responsible for the register in person, by mail, via the internet and by telephone. 
· A procedure must be set up to allow changes to the voter register and guidelines drawn up to identify how and when this should happen. This could be the case when citizens discover incorrect information or if citizens have to be added to or removed from the list.

· It is in the best interests of some citizens not to have their personal information publicly posted on the voters’ register. Therefore, a procedure, as prescribed in data protection laws, must be put into place to protect those who need this. 

· If early voting is applicable, a procedure should be put into place on how to cross off the names of those who have already voted. Clarification is needed on who has access to change the register and when this should happen. 

· How will the final voting register be produced and distributed to each polling station? An electronic version of the register could be sent encrypted via the internet or downloaded onto a laptop and accordingly distributed to the different polling stations. Or a media device could be produced and distributed and then installed on the computer in the polling station. The latter option could result in complications if polling station personnel are unable to upload the software. More information can be found under 1.2.5 Logistics Polling station. 

· An online register could be used which is accessible from the polling station via the internet. Special attention should be paid to the availability and accessibility of the system. It should be available throughout the entire election period.  Access to the register should be made clear, in particular who has access, when and how will the software needed for access be installed? More information can be found under 1.2.5 Logistics Polling station.

· If legally required, an audit trail can be used to justify any changes or decisions made by electoral officials to the electronic voter’s list, if changes are allowed to be made. 

· A back-up plan has to be established. This plan should address problems which could occur with the electronic voting register, including a malfunction in the system, problems with distribution and problems with the audit trail. 

· As regards an electronic register in the polling station in particular, the polling station personnel should be trained to work with the new technology. Other election officials who work on electoral registration will also need to be trained. 

Online registration

More and more countries which allow voters to self-register (for example, voters who live abroad) are considering an online registration system. The most difficult aspect of such a system is the identification of citizens. With paper registration, citizens sign the application form and provide a photocopy of their passport. With electronic registration, the equivalent would be for the citizen to use an electronic signature. However, a national electronic signature system for people who live abroad is not always available. An alternative could be for citizens to create their own electronic signature when registering online. This could be done by asking citizens for a secret code which they create themselves. This secret code could then also be used in the voting process later on. This of course still does not address the issue of proving eligibility to vote. If e-government is well developed in a country, eligibility can be checked online during the process. If no such system is in place, voters could be asked to upload a copy of their passport or ID card. Unfortunately this still means there is no real check up as to who was uploading or registering. It could for example be very easy to use the identity of another person to register.
Polling card

When one uses a polling card, changes may also need to be made to it. When e-voting in a polling station is used, the polling card can be the same as with paper-based elections. However, when voting via the internet, the polling card could also provide additional information. It could, for example, contain a code (covered or not) which is required when voting via the internet. If such as code is used, it is important to install the necessary security features on the polling card to protect it and make tampering impossible.  In these circumstances it is also advisable to send the polling card to the voter in an envelope. One has to also decide if one wants to distribute a new polling card to the voters for each election or use a more permanent card.  

2.4.2 Observer accreditation

The accreditation of observers or the organisations they work for is not affected by the introduction of e-voting and therefore this issue is not developed further here. However, when observing e-voting, major changes in the manner of observation are required because it is more difficult to observe all aspects of the process than in a paper-based election.   

The leading expert body in the field of election observation is the Office for Democratic Institutions and Human Rights (ODIHR) of the Organisation for Security and Co-operation in Europe (OSCE). In October 2008, ODIHR published a discussion paper on the preparation of guidelines for the observation of electronic voting
. This paper identifies several aspects to be considered when observing e-voting: 

1. Background to the decision to use e-voting and a comparison with the system being replaced;

2. Legal frameworks;

3. How the particular e-voting system was chosen;

4. Certification and testing of the system;

5. Secrecy of the ballot;

6. Security of the entire system and its functioning;

7. Voter accessibility and education;

8. Analysis of documentation relevant to the system;

9. Election administration and training of polling station officials;

10. Overall transparency and public confidence;

11. Audits of the system;

12. Re-counts and challenges to the result. 

Observers could also decide to observe the voting register. It is wise to involve observers as early as possible in the process as the sooner they are involved, the better they can carry out their work. Observation is a way of building trust and therefore plays is crucially important to the successful implementation of any e-voting strategy. More detailed information on observation of e-voting can be found in the discussion paper. 

2.4.3 Parties and candidates

E-voting does not have any impact on parties and/or candidates. ICT could, however, be used in the registration process of the parties or the candidates. The advantage of this is that fewer mistakes will be made when constructing the whole ballot and it will be quicker. A pre-condition for this to work is that those involved in the registration process (political parties, candidates or the EMB) have a certain level of ICT knowledge. 

2.5 Electoral campaign

When a voter is voting, he/she should not be interrupted by any campaign activity from any political party. In the case of voting via the internet, a voter should be able to make his/her choice unperturbed. The secure voting website must not be subject to campaigning although information about the different parties and relevant issues could be published on the main website (i.e. before the voter accesses the secure voting area). In this way the voter, if he/she so wishes, could acquire information on the different points of view of the different parties and make his/her choice accordingly. 

The use of e-voting has no effect on other parts of the electoral campaign and the subject of e-campaigning is beyond the scope of this document. 

Chapter 3 Electoral Period (Operations)

3.1 Voting operations and Election Day

3.1.1 Voting

There are different types of electronic tools which could be used in elections:
1. Direct Recording Electronic computers (DRE). These are machines or computers which are normally installed in a polling station and record the vote within the computer and at the same time store it there. This can be done by using a touch screen or a device where one or more buttons have to be activated. 

2. Voting via the internet. This can be done in a controlled area like a polling station or in a non-controlled area such as the home.

3. Scanning devices which can be used in polling stations or in a designated counting area to scan ballot papers. This is normally used to improve the accuracy in the counting process and reduce the mistakes that manual counting can cause. However, the quality of the counting depends on the correct marking of the ballot paper and the ink used by the voter to fill out the ballot.

4. In a polling place, recording of a vote on one medium which is then registered in a ballot box on another device. This system differs substantially from a DRE by the fact that nothing is stored in the DRE and it is impossible for any voter to manipulate the memory containing the vote
.
3.1.2 Special and external voting

Special voting

E-voting, more easily than paper ballot voting, can assist physically disabled people to cast their vote independently. Voting computers in polling stations can be equipped with special tools so that, for example, visually impaired people can hear the ballot paper through a headset and also check if their vote is cast as desired. It should be clear which polling station official is responsible for assisting voters. 

Internet voting from home can also have such advantages. People who have difficulties getting to a polling station (and thus cannot vote or have to proxy somebody to vote for them) can vote independently via the internet. 
When designing an e-voting system it is desirable to involve a national organisation with experience on improving access for disabled people to advise on such matters. This organisation could participate, for example, in the advisory board. 

Voting from abroad

Currently, voting via the internet is considered a good way to facilitate access to the polls for voters living abroad. The advantages of such a system for overseas voters are that it is simple and fast. In most countries, voters who live abroad are obliged to vote at an Embassy or Consulate in their country of residence (some voters having to travel a long way) or they can make a postal vote. Disadvantages of postal voting versus internet voting include that postal voting has long timeframes which are needed to mail out ballot papers and to receive them back, especially when the election calendar is tight. Secondly reliability and speed of the postal channel greatly varies from country to country. Finally, internet voting can be designed to prevent family voting/vote selling better than postal voting. 
However, it should be borne in mind that a country’s legislation may require a separate polling station to be set up for internet voting for a specific group. If there is, for example, a polling station for “voters from abroad”, that polling station will have to fulfill all the requirements of a regular polling station. 
Voters who live abroad frequently have to register themselves. And this procedure is often very lengthy. It is advisable to bear in mind the registration process when considering 
e-voting for voters living abroad. It can be contradictory for voters to register by paper and receive documentation by post and then vote via the internet. Using ICT in the registration process will not only assist voters, but will also assist the organisation responsible for the registration of voters abroad because it will be less time consuming and less prone to error. However, e-voting and electronic registration should not be made dependent on each other and should therefore be separate tracks.  

3.1.3 Vote counting

The exact time of the close of the vote must be unambiguous, especially when dealing with a combination of different types of voting, including internet voting from abroad, and e-voting in polling stations. Counting should not begin if one type of voting is still taking place. However, counting should start as soon as possible after the closing of the polls. 

There are several ways to determine the results of an election. When direct recording devices are used the result can be counted in the polling station (for example, by printing the results). The electoral law may necessitate that counting (also) takes place at a central local point (such as a town hall). This means that the electronic device holding the content (the votes) should be transported to this location. With regard to voting using the internet, the votes need to be counted at a central office. 

Counting in a polling station

Counting e-votes in a polling station is normally a simple process on a voting computer after which the results will be known immediately. The results can be printed and can be stored on a separate media device. It is imperative that these procedures are made known and written down in a clear and transparent matter in order to facilitate trust. These instructions should be publicly accessible. 
After the result at a polling station is known, safety procedures need to be taken in order to transport the results to the central polling station.  When a printed version and an electronic version of the results are available, it would be advisable to transport both of them separately. 

The results could also be transported via an (encrypted) internet line or something of that sort. This line needs to be secure and protected from tampering. It is also advisable in this situation to use another means of transport for a second version of the results. A restriction on the time limit for a poll official is allowed to use when transporting the results to a central place should be put into place in order to avoid tampering with the results.  And in all cases, it is important to provide a mode of transport "back" to the central office.  
Counting at a central local point

When votes are counted at a central local point, precautions should be taken as to how votes from different polling stations will be moved to this point. There are three different combinations in which one votes can be transmitted: 

1. Votes have been cast by paper ballots, the ballot papers will have to be physically transmitted to the central point where they can for example be scanned;
2 When e-voting is used: 
· The results are printed and then transferred in preferably a secured envelope. 

· The votes can (also) be stored on a media device. These media devices will be physically transmitted.
3 With e-voting, where votes are electronically transmitted by for example internet to a central point: 
· The vote can be transferred to a central electronic ballot box immediately after the vote is cast;
· The vote can be stored in the polling station and transferred at the end of Election Day. 
Precautions have to be taken to prevent losing of votes, alterations, failures, breakdowns, loss in all three combinations because this may lead to differences and it is important to define which are used for the official count.


Re-counting

As for all elections, the electoral processes must allow for a vote re-count. It is imperative that this is done in the most transparent way possible. Before any election, it should be clarified how a re-count will take place:

· Under what circumstances would a re-count be called?

· Who will be responsible for the re-count? 

· Who will carry out the re-count? 

· Who will be present?

· What if the outcome of the re-count is different? Which result prevails - the first or second (and, in some cases, the electronic vote or the paper vote)? 

· How will the results from the re-count be made known to the public? 

Re-counting electronic votes can be undertaken by:

· Reprinting the results per voting computer;

· Reproducing a new media device per voting computer with the results;

· Inserting the media device which contains the results from one polling station into another computer with different software;

· Re-sending the results from the polling station to the central tabulation point; 

· Inserting the media device which contains the results from the internet votes into another computer with different software;

· In the case of a paper trail, counting the paper votes. If the paper count provides a different result, it must be clear which count prevails over the other. 

· Use all the votes in the electronic ballot box and count again on a new computer.
3.2 Verification of Results

3.2.1 Tabulation of results

Tabulation of the results can be transmitted electronically
 to the main tabulation center. The main tabulation centre can use certain software to tabulate all results. It is important that this system is as transparent and reliable as e-voting. Indeed, much of what has been proposed throughout this document (for example regarding transparency and trust) also applies to the tabulation of results. 

3.2.2. Complaints and Appeals

The existence of a robust election complaints and appeals system is vitally important. Citizens, political parties and other organisations should have the right to file an appeal or complaint (either written or by telephone). E-voting should not have any effect on the complaints and appeals system already established although electronic means could provide an additional way of registering a complaint which could be filed via the internet. Furthermore, a report of all complaints could be published on the internet.  

3.2.3 Official Results
Every country has its own way of presenting the official results of an election and e-voting would not normally have an effect on the way the final results are presented. Election results could also be made available via the internet. 

Chapter 4- Post- electoral (Strategies)

4.1 Postelection period

4.1.1 Audits and evaluation

Audits

Audit trails play an important role within electoral processes, and become particularly sensitive and exposed if the overall integrity of the electoral system is a topic of public debate. An audit trail needs to be established for all aspects of the systems used in the election so that all changes and decisions can be explained and defended. 

Audits can be carried out by all parties involved. At least one independent body should be responsible for an independent overall audit. 

One way to audit an e-voting system is to verify that the systems in use for the elction were indeed built using the source code that was certified before the election. Other ways to audit the e-voting system is to review other documentation, for example the functional and technical designs of the system. It is important to audit every part of the e‑voting process, including the electoral voter register if this is used, the drawing up of the electoral voter register, the voting, the counting, the archiving and the destruction of the votes. 

Evaluation

Two evaluations need to be carried out, one of the election itself and one of the project.. It is advisable to evaluate the following elements of the election: 

1. Citizens (voters and non-voters);
2. Poll officials (training, experiences, etc.);
3. Help desk;
4. Information campaigns;
5. Internal systems: the project itself and processes within the project;

6. Registration procedure, if applicable.

Different statistical material should be collected, for example, the number of voters in the election and in previous elections, the number of voters who chose to use e-voting, the errors/problems, etc. 

With regard to the project it is important that conclusions can be drawn for the benefit of future pilot schemes, experiments and/or the implementation of e-voting all the information used to evaluate the election should also be used in the evaluation of the project. Further an independent body should be established which would be responsible for the organisation and outcome of the evaluation. It should be clear from the beginning who will be responsible and which explicit goals have been set. Again, it is important to undertake the evaluation in the most transparent way possible and make the outcomes known to the public. In this way, the evaluation is also an instrument to foster trust and confidence in the electoral system. 

4.1.2 Archiving & Research
Archiving

Before the election it should be determined, if applicable, how to archive the e-votes. Regarding e-voting computers in polling stations, decisions include determining if, and if yes, for how long the votes on the computer should be stored on the computer. Such votes would have to be kept available for a certain period in case of a re-count. Secondly, it has to be determined who will be responsible for the deletion of the votes on the computer, who will carry this out and how and when they will be deleted. 

It should also be decided if the electronic votes need to be stored on electronic means for a longer period of time. Issues to address include:

· If the votes need to be stored;
· How they will be stored;
· Who will be responsible for the storing;

· How long they will need to be stored;

· Where they will be stored; 

· Who will be responsible for the destruction of the votes after the storing period has lapsed and how this will be done. 

In case a paper trail has been used, this should be subject to the same considerations mentioned above with regard to paper ballots. 

Research
Researching elections is an important element to improving electoral processes, and this is even more the case when examining e-voting where it can provide a lot of valuable information in the e-voting process. Research can reveal whether citizens would like to use e-voting or not, what they feel are advantages and disadvantages and, most importantly, if they feel that they can trust the system. 
4.1.3 Voters’ register update

Some counties have a separate voters’ register; other countries use their civil register and base their voters’ list on this register or use voters’ lists which are based on specific population registers. In most cases a voters’ register can then be created within a few days. Whether an electronic system or a paper voter registration system is used for the voters’ list or the populations register, it is always important to keep this up to date.

4.1.4 Legal Reform

Organising experiments and pilots with e-voting could in the end lead to electoral reform.  Too frequent reform of electoral legislation should be avoided as this could be confusing for electoral officials, citizens and political parties. 

It should be kept in mind that conducting experiments and pilots on electoral procedures creates expectations which need to be taken into account. For example, when citizens have been able to use the internet during several pilot experiments, expectations will have been raised that electoral reform is imminent and these expectations will have to be handled carefully. 

4.1.5 Institutional Strengthening & Professional Development

Conducting pilots or experiments with e-voting also entails training all the people involved including voters, poll officials, civil servants, political parties, etc. It is important that these skills are not lost once the test period is completed. Ideally, the same group of people should be involved in the next pilots or experiments, thereby building up a core of  professional and experienced staff. 

Another way to use knowledge is to share information from different pilots and experiments with other countries. These results from different experiences provide a wealth of information, knowledge and input as to how to proceed. The Council of Europe provides such a platform within Europe. 

Appendix 1 - definition of different terms
In this document, the following terms are used with the following meanings
:
	Authentication


	The provision of assurance of the claimed identity of a person or data.

	Ballot


	The legally recognised means by which the voter can express his/her choice of voting option.

	Candidate


	A voting option consisting of a person and/or group of persons and/or a political party.

	Casting of the vote
	Entering the vote in the ballot box.



	E-election or e-referendum


	A political election or referendum in which electronic means are used in one or more stages.

	Electronic ballot box


	The electronic means by which the votes are stored pending being counted.

	Electronic ID card

	An official electronic proof of one’s identity, thus providing the possibility to sign electronic documents with a legal signature.

	Experiment
	A trail where the result of the election is binding. 


	E-voting 


	An e-election or e-referendum that involves the use of electronic means in at least the casting of the vote.

	Remote e-voting


	E-voting where the casting of the vote is done by a device not controlled by an election official.



	Pilot 
	A trail where the result of the election is not binding.


	Polling card
	A card which gives the holder of the card the right to vote. 


	Sealing


	Protecting information so that it cannot be used or interpreted without the help of other information or means available only to specific persons or authorities.



	Vote


	The expression of the choice of voting option.

	Voter


	A person who is entitled to cast a vote in a particular election or referendum.

	Voting card
	An electronic card which can be used to activate a ballot paper on a voting computer. 

	Voting channel


	The way in which the voter can cast a vote.



	Voting options


	The range of possibilities from which a choice can be made through the casting of the vote in an election or referendum

	Voting period

	The timeframe in which voting is permitted (the fact that a vote has been cast in the voting period must be ascertainable).

	Voters’ register


	A list of persons entitled to vote (electors).



� The target groups of this document are governments and organisations which would like to know more about e-voting. Although the document makes specific reference to countries and governments, it should be noted that the same principles and advice apply to organisations responsible for elections other than governmental elections. 


� Information can be found on the website: � HYPERLINK "http://www.coe.int/democracy" ��www.coe.int/democracy�





�� HYPERLINK "http://aceproject.org/ace-en/focus/focus-on-effective-electoral-assistance/the-electoral-cycle-approach/?searchterm=electoral%20cycle" ��http://aceproject.org/ace-en/focus/focus-on-effective-electoral-assistance/the-electoral-cycle-approach/?searchterm=electoral%20cycle� accessed 1 July 2010








� Internet voting from home refers to the fact that voters can vote from anywhere and at anytime. Thus, they could vote from work, from a hotel, from the office, etc. 





� More information can be found on: � HYPERLINK "http://www.w3.org/TR/WCAG20/" ��http://www.w3.org/TR/WCAG20/�, accessed 2 July 2010


� To introduce an exception for e-voting, one has to verify the suitability of the legislation for each electronic component. The advantage of separate legislation lies in the possibility of one dealing with a certain part without having to examine the entire legislation a second time. 


� Page 90 and up: � HYPERLINK "http://www.coe.int/t/dgap/democracy/Source/EVoting/Evoting2008/Additional%20information%20the%20Netherlands%20E.pdf" ��http://www.coe.int/t/dgap/democracy/Source/EVoting/Evoting2008/Additional%20information%20the%20Netherlands%20E.pdf� 


� GGIS(2010)1 Report of the Meeting and Conclusions, Workshop on the certification of e-voting systems, Council of Europe (2009). More information can be found on the website: � HYPERLINK "http://www.coe/int/democracy" ��www.coe/int/democracy�





� � HYPERLINK "http://www.osce.org/documents/odihr/2008/10/34647_en.pdf" ��http://www.osce.org/documents/odihr/2008/10/34647_en.pdf�, accessed 7 July 2010





� This covers transmissions via the (public) internet, private communication networks, phone connections, GSM connections, etc.





� Most of these definitions derive from the Council of Europe Recommendation Rec (2004) 11 on legal, operational and technical standards for  e-voting. � HYPERLINK "http://www.coe.int/t/dgap/democracy/Activities/GGIS/E-voting/Key_Documents/Rec(2004)11_Eng_Evoting_and_Expl_Memo_en.pdf" ��http://www.coe.int/t/dgap/democracy/Activities/GGIS/E-voting/Key_Documents/Rec(2004)11_Eng_Evoting_and_Expl_Memo_en.pdf�, accessed 7 July 2010 








�Check what is ment here :


Dans le cas de partage ou de rachat des droits d’usage d’un système à un acteur prévu au 1 ou au 2, le coût initial peut être diminuer tout en permettant dans une certaine mesure une adaptation du produit à un environnement spécifique ou local.  Pour le propriétaire des sources qui avait de toute façon décidé d’acquérir le système, il peut y voir une possibilité de diminuer légèrement la charge du vote par électeur.  Cette solution permettrait également un niveau d’intégration européenne plus important partant sur base de spécification parfois tout à fait locales.





�Does anybody have a solution? 


�Where can we find these reports? 


�Do we have an example? 
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