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I – WHAT DOES “CERTIFICATION” MEAN?

Although certification may involve any measure intended to ensure that an e-voting platform is reliable and sure, this paper will use a narrower meaning of this term that fits much better with what is usually known as a certification procedure within the industrial sector. Our definition of certification will need at least the following items:

a) the task has to be carried out before the election day.

b) the task has to be conducted by specialized auditors. To certify entails rigorous protocols and methodologies and the final outcome should not be a short and superficial report. 

c) the auditors must check the e-voting platform against a list of requirements previously set up.

Once this very first description is completed, it may also be helpful to underline what a certification procedure does not aim to do:

a) show and explain the e-voting platform to interested people. Some electoral authorities intend to fulfill the requirements of transparency and public accountability by holding a meeting where a range of people (e.g. political parties, computer experts, NGOs, etc.) receive detailed information about the project.

b) submit the e-voting platform to post election audits. 

c) use paper receipts to carry out a second recount. The Voter Verified Paper Audit Trail (VVPAT) avoids a voting solution only based on a digital structure because these documents provide physical evidences and allow a traditional supervision of the process.

d) Source Code Escrow, that is to say, it does not deposit the source code with a neutral third party.

The above-mentioned measures are always welcomed and increase the public confidence in the platform, but they do not constitute a certification procedure. Putting to one side these non-certification measures and only using the first narrow meaning, we still find different and heterogeneous tasks such as:

a) Independent computer audits

b) Performance tests (e.g. parallel and penetration controls)

c) Legal audits

d) Sociological audits

Therefore, this initial theoretical framework needs to be developed in detail in order to determine at least what items have to be analyzed in a certification procedure, who has to conduct this task and how the data have to be managed. Nevertheless, there is another important preliminary question to answer: 

II – WHY IS “CERTIFICATION” SO IMPORTANT FOR E-VOTING DEVICES?

An e-voting platform is a kind of industrial device that may (and must) be submitted to an ordinary certification protocol in order to guarantee its technical reliability and security, but a traditional certification procedure would not be enough in this case because there are other aspects to be considered.

E-voting entails a major change of electoral structure. It is a great technical innovation, but it  is also a democratic challenge. The first one is self-evident because voters will use computer devices instead of paper ballots, but perhaps the democratic challenge is more difficult to identify. What is important to emphasize is that, besides the computer revolution, e-voting does not lend itself to normal electoral observation and to an easy understanding of each electoral step. While paper ballots and sealed ballot boxes guarantee, without further exceptional measures, a meaningful supervision by any citizen of what is going on in a given polling station, e-voting devices cannot provide by themselves this degree of transparency. Thus there is a need for compensatory measures, such as a specific certification procedure. 

Moreover, while most industrial products provide external evidence of its correct performance, e-voting devices cannot generate the same data due to voters’ secrecy. Therefore, the normal protocol of industrial certification needs to be modified because e-voting certification has a broader scope: the reliability and security of the devices, but also the importance of gaining and retaining public confidence.

III – WHO SHOULD CONDUCT THIS TASK?

Regarding the responsibilities needed to carry out the certification, there are some minimum requirements. These include the expertise and independence of the auditors, but many other equally important aspects often remain open and depend on political decisions.

One of these consists in the public or private character of the auditor. A comparative analysis provides very heterogeneous conclusions: although some countries rely upon profit-making private bodies, it is usual to find other actors (public administrations, academia) conducting the same tasks. 
Currently, there are no perfect solutions because both public and private actors pose serious risks. The first ones are profit organizations and this feature may generate legitimate suspicions, but the second ones, although being public administrations, do not provide a full guarantee of impartiality and neutrality. We have to keep in mind that the main goal of e-voting certification is not to convince electoral officials, but to generate enough confidence among citizenry; and people may be legitimately suspicious of their public authorities. Finally, the academia may play a neutral role, but it is not easy to find a universally accepted institution.

Besides the public or private nature of the auditor, it may also be problematic to decide which given actors will be finally entitled to carry out the certification. A public authority has to be assigned to take this preliminary decision, but again the criteria are heterogeneous. It could be an auditor mentioned by the law itself; any private auditor firm, without specific procedural burdens; or auditors obliged to fulfill detailed rules that go far beyond the normal requirements within a standard industrial certification. Other important aspects consist in clarifying who is paying the certification task (the vendors themselves or the electoral commission) and whether a vendor may change the auditor if the report has been negative.

It is also important to surround this procedure with enough transparency. Beyond the option finally implemented, people have the right to know all the details (e.g. number of actors entitled to audit, criteria used by the electoral commission, links between auditors and vendors). It is probably this openness which would increase public confidence much more than any other procedural aspect. Since we are in a preliminary stage, that is to say, we are only choosing who will later conduct the certification itself, there should not be any special barriers to publishing all this information.

Finally, there also are other actors that should be taken into account such as political parties, concerned NGOs or other specific bodies (e.g. the Belgian “Collège des Experts”). They are not auditors and they will not conduct a certification procedure, but they are important stakeholders and they should be involved in a generic strategy to promote transparency and public confidence (see § V infra). 

IV – WHICH ITEMS SHOULD BE ANALYZED?

To certify always means to verify that something complies with some conditions previously set up, but this initial  framework may support different developments. While some countries only point out the basic electoral principles as requirements, others have long lists that include detailed and specific technical data to be checked by the auditors. Unfortunately, even these long lists often receive criticisms based on their biased understanding of what a certification procedure is. Such opinions claim that sometimes the priority of these lists seems to be only the external security of the devices and not a true and exhaustive analysis of the core system (e.g. source code). In that event, such a limited scrutiny would be not enough for e-voting platforms that, as we have seen, generate no external evidence of their correct performance. 

A detailed list has some evident advantages, but it also may create a tight procedure. Keeping in mind the powerful private or public auditors already mentioned in the previous section, a detailed list seems a good measure to counterbalance this scheme by obliging them to follow a compulsory methodological path. Moreover, this kind of lists will probably generate similar certification reports, that is to say, documents that contain similar patterns (e.g. a generic overview as well as a detailed analysis of each point included in the list). 
As we will see in the next section, a common outcome based on data segmentation will increase the overall certification's transparency because it might make easier to identify which data could be disclosed. On the other hand, a detailed list might not correctly fit in a techno landscape where computer devices are continuously upgrading. In summary, although a short set of requirements will give too much power to auditors, a detailed list may quickly become out-of-date. 

Finally, auditors often forget the non-technical aspects of an e-voting platform, that is to say, the legal and socio-political points of view, even though both perspectives are necessary to have a complete understanding of the project. Only a legal analysis, for instance, may assess how the basic electoral principles (e.g. freedom, equality, secrecy) and the procedural guarantees should be adapted to a new scenario based on computer devices. Secondly, only a socio-political analysis will discover whether an e-voting platform is generating electoral biases, that is to say, different results depending on the voting channel used by citizens. 

V – HOW SHOULD THE DATA BE TREATED?

The previous sections highlighted the importance of this issue. Since the main goal of e-voting certification is to compensate the democratic deficit that these devices generate in terms of electoral supervision and observation, how the data are treated becomes an essential cornerstone. 

Transparency and openness are key words in this scenario. It seems difficult to generate enough citizen confidence if these procedures are handled with opaque criteria, but we should take into account that this kind of secrecy is normal for a standard industrial certification. Given that these analyses might endanger the industrial property rights of both vendors and auditors (e.g. their internal audit methodology), the contracts normally include a NDA (Non-Disclosure Agreement) that creates rigorous restrictions regarding the publishing of critical data.

As we have seen before, what is accepted in a normal industrial certification may become problematic in an e-voting procedure. If the software itself does not allow for full public scrutiny (e.g. open source software), the only acceptable exit would be to find a balanced trade-off where all these contradictory interests (vendors & auditors vs. citizens) may receive a fair protection. This is not an easy task, but let me highlight some ideas.

First of all, the solution will depend on the countries' electoral evolution, its socio-political composition and its legal framework. What is unacceptable in one given country (e.g. voting outside the booth in paper-voting procedures) may be a normal scenario in other democratic regions (e.g. Spain). Similar examples can be easily found regarding e-voting. For instance, while a transition country might require several, possibly redundant, controls, a lighter scheme might be enough for another country with solid electoral authorities and strong civic engagements.

Secondly, most stakeholders are not aware of the specific features of this certification and therefore they actually do not intend to find a solution for the above-mentioned contradictory interests. They easily accept the traditional opaque certification. This perception nowadays is a strong barrier to promoting new solutions based on transparent criteria and it should be overcome by enhancing informative initiatives that may spread a general knowledge of e-voting's challenges.

Thirdly, it will be worth analyzing in-depth some proposals that intend to find a balanced solution such as the software's labeling or the rating of the certification's concluding remarks. While the first one asks the vendors to label their internal documentation distinguishing between confidential information and other data that might be disclosed, the second asks the auditors to rank the e-voting platform without publishing confidential information. Their common goal is to provide more data for citizens in order to generate enough confidence, but both proposals are assuming that the evaluation is conducted by the vendor or the auditor themselves without a real external supervision. NDAs should foresee this situation and include, in case of complaint, a compulsory disclosure to the court of any data, even the most sensitive ones. 

Some countries (e.g. Belgium) are also using specific bodies to generate this balanced trade-off. The Belgian Collège des Experts, whose members are appointed by the Chambers, does not carry out a certification process, but it has full access to the documentation, including the source code and even the certification report. It releases a report to the Chambers two weeks after the election day and, although not foreseen in the law, these documents have always been published. Certainly, as other consultative bodies, the legitimacy of this body is not automatic and relies upon the content of its analysis, but it might become an interesting institutional innovation. There is no full disclosure of critical data, but citizens will receive ex post an evaluation coming from a body that has had full access to the documentation. 

The same goal may be achieved by accepting supplementary audits of the software. Many research groups, relevant NGOs and political parties may be involved in this process by signing NDAs and the resulting different points of view will enrich citizens' perception on the e-voting's software. Nevertheless, these cases, as well as the other ones described in the previous paragraph, need reasonable NDAs, that is to say, with an acceptable content from a democratic point of view. A restrictive NDA may discourage these stakeholders (vid. EFF's case in Finland) and endanger the overall strategy of transparency.

Finally, we should also retain the idea that the proposed trade-offs may become impossible. They might decrease the transparency to an unacceptable degree or, on the contrary, the disclosures foreseen might endanger the business strategy of the vendors. Both positions are legitimate, but obviously, from an electoral and democratic point of view, the best solution, at least in the first case, would be to reject the implementation of the e-voting platform. These new electoral solutions should only be accepted after an assessment of its actual usefulness and ensuring that the legal guarantees will be as solid as the former ones. 
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