Theses of the speech by the Head of the Federal  Centre for Informatization under the Central Election Commission of Russia V.V.Yaschenko at the session of experts on electronic voting of the member states of the Council of Europe  on November 23-24, 2006 in the city of Strasbourg (France)

Esteemed participants of the session!

In accordance with the Recommendations of the Council of Europe on the standards of electronic voting Russia has sent a report on the experience of using the information technologies in the elections for the past two years (2005-2006).

 In preparing and conducting elections Russia uses electronic aids not only for casting and counting votes at the polling stations, but also at other stages of the election campaign organized by higher level commissions. The State Automated System ‘Vybory’ (elections) of the Russian Federation has been operating successfully for 11 years now. The System provides automation of 34 stages of the election campaign, of which 91% are used at the preparation stage (planning, electronic registration of voters, registration of candidates and lists of political parties, record-keeping and monitoring of election funds, property etc.), 6 % are used during the voting and 3% when summarizing the  results. In the period 2004-2006 alone the State Automated System (SAS) ‘Vybory’ was used in 16 federal campaigns, 190 election campaigns in the republics and regions and in 5128 municipal elections. It is worth noting that complexes (devices) for optoelectronic voting installed at the polling stations were used to provide more than 50 election campaigns of various levels. Each complex was used on an average of 3-4 times a year. 

For the first time in Russia the complexes of sensor-type voting were applied in the city of Veliki Novgorod on October 8, 2006 at five polling stations.

The report submitted by the Russian side to the Secretariat outlines detailed evaluations. In my speech I will dwell on the peculiar features and problems in using the electronic voting at the polling stations (i.e. in the controlled zone), as well as on possible solutions that can be offered.

1. Russia’s approach to introducing electronic voting.

  The essence of Russia’s approach to the introduction of electronic voting consists in the fact that given the unconditional compliance of the electronic voting aids with the national legislation and Recommendations of the Council of Europe on the legal, organizational and technical standards of electronic voting these should be introduced with regard to the psychological preparedness of voters, political parties, candidates and observers, public opinion to perceive electronic voting, to be ready for its use.

For this reason the Russian election legislation is tougher and more careful towards the procedures of application and technical requirements for electronic voting than the Recommendations of the Council of Europe:

use of electronic (touch-sensitive) voting shall not exceed 1% of the total number of the polling stations;

in case of a justified complaint at a polling station votes are counted manually. In the event of divergence of the data in the protocol of the district election commission by more than three items, at all the polling stations where the electronic voting aids were employed the votes will be counted by hand;

providing all the conditions for the observers to monitor the preparation and application of the electronic voting procedures; 

It is for this particular reason that Russia introduces electronic voting at a polling station (in the environment controlled by the election body) where all the conditions are met for securing secret voting.

Working on the issue of using distant voting by the voter (outside the environment controlled by an election body) indicates that even theoretically it is impossible to fulfill section IV of the Recommendations containing the standard on providing the secrecy of voting. There is no solution to guarantee that when a voter votes with the use of a mobile phone, Internet or digital television, there is no person or group of people nearby who would know for sure who he/she gave the vote to. And this does not exclude the possibility of giving an account to the ‘party comrades’ or buying a vote.

2. Optoelectronic voting aids.

The combination of the said aids is referred to in Russia as complexes for processing the voting ballots. These are based on the principle of scanning the entry from the election ballot followed by conversion into the digital data and summing up the data, as well as are used for the automatic generation of the protocol of the district election commission.

I reiterate that on average each complex like this is used 3-4 times a year. All in all there are 2150 such complexes in Russia. They were highly appreciated by the electorate, public opinion and observers, including international ones.

Nevertheless there arose a problem. Some public organizations and citizens (there are very few of them) demand that votes calculated with the use of optoelectronic aids be counted again manually everywhere. They realize quite well that it is unprofessional. Certificates, testing results etc. are not taken into consideration.

Solution to the said problem:

thorough provision of information and explanations, informing the public about the results of using the complexes and particularly the results of the manual recount.

independent certification recognized by the participants of the election process in many countries.

3.  Complexes of electronic (touch-sensitive) voting at polling stations.

In 2005-2006 experimental samples of the complexes were created for electronic voting at a polling station and for automated counting of the votes; the polling station is fitted with stationary devices for touch-sensitive voting as well as portable devices for voting outside the polling station. In accordance with the decisions taken by the Central Election Commission of Russia electronic voting was held on October 8, 2006 during the election of deputies of the Novgorod regional Duma at 5 polling stations fitted with electronic voting complexes in the city of Veliki Novgorod. 

Voting with the use of electronic aids proved reliable and safe. The aids ensured the secrecy of voting, protection of the data processing results from an unauthorized access and distortions during and upon completion of voting.

Work related to the creation of electronic voting complexes were organized by the Central Election Commission of Russia in accordance with the requirements of the Russian legislation, State Standards of Russia, Recommendations of the Council of Europe on electronic voting.

The general procedure of electronic voting and use of the electronic voting complexes in the elections was set forth in the Federal Law ‘On the main guarantees of the election rights and the right to participation in a referendum of the citizens of the Russian Federation.’

Each stage of development and introduction of the electronic voting aids is conducted with the participation of election commissions, representatives of both chambers of the Russian parliament, Russian federal bodies responsible for the common state policy in the field of informatization and protection of information, political parties and public organizations. 

The Russian side is grateful to the foreign observers from Austria, Great Britain, Hungary, Germany and Ukraine who participated and provided their recommendations. There are Messrs R.Krimmer (Austria) and J.Sepp (Hungary) present here who together with us examined (and not just observed) the specifications of the electronic voting aids, organizational standards for their use and justified their recommendations. The Russian side is convinced that the greater the openness in the use of electronic voting, the more discussions, the quicker and the better quality success will be attained. 

 All in all 2355 people voted at five electronic voting polling stations, including 28 voters (1.19%) who voted with the use of portable devices outside the voting premises. 

The mean time of voting on two ballots was from 1.5 to 2 minutes. Technical capabilities of the devices made it possible to perform operations on one ballot within not more than 30 seconds. The excess of the standard timing is related to the novelty of the voting method. 

During the voting the participants of the election process noted the following main recommendations:

up to 5 cases (0.2%) were registered  when voters having failed to find a customary ballot box refused to vote and left the polling station. Some voters demanded an alternative method of voting: using a paper ballot or an electronic ballot. Evidently, given a psychological component some transitional phase will be required to change from paper ballots to electronic voting. Within this period  we propose using both paper ballots and electronic ballots at the polling station, which will necessitate the modification of the organizational documents prescribing the procedure of electronic voting, counting votes and summing up the voting results;

a proposal was submitted to arrange voting outside the voting premises without portable devices for touch-sensitive voting, but with the use of paper ballots;

there were individual cases (128 voters at five polling stations, 5.4% from the total number of voters) when a voter missed operations on the second ballot finishing voting on the first ballot. Observers, members of the district election commissions proposed that the interface of the devices be updated in terms of giving additional prompts to a voter on the voting procedure on all the ballots;

a proposal was made whereby each voter would be able to monitor each device visually on the paper tape to confirm the relevant choice thus enhancing confidence in electronic voting;

observers, members of the commissions voiced a proposal on the necessity to inform members of the commissions if a voter did not finish voting and left the voting premises. In this case provision should be made for giving a light signal;

to build confidence in the electronic voting aids a proposal was made to show the test sum of the programme codes prior to and upon completion of the voting;

all participants of the election process confirmed the necessity of using simulators and information sheets with the electronic voting rules for training the voters;

With regard to the first experience of using electronic (touch-sensitive) voting in the real election the experimental samples of the electronic voting aids will be modified in compliance with the recommendations of the election commissions, political parties and observers (international observers, too).

This done, they will be tested again in the real election in March 2007.

Only after this will the final decision be taken to produce them. 

4. Russian standards of observation and providing the elections based on electronic aids.

The Russian legislation standards in conjunction  with the use of electronic aids, State Automated System ‘Vybory’ (elections) of the Russian Federation create one hundred per cent proof conditions for every citizen to make a conscious choice and to be able to monitor the progress and the results of voting. For example, since 2003 within twenty four hours the Internet placed protocols on voting results at all the polling stations (there are 95 thousand of them in Russia). In Russia there are 22 mln. users of the Internet and every citizen may check up the work of the commissions and the accuracy of counting.

For example, every observer may receive a certified copy of the protocol with the voting results at a polling station and compare it with the Internet data.

Given that more than 80 mln. Russian citizens have mobile phones and for the purpose of expanding the audience for monitoring the election and summing up the voting results, a technology was developed in the city of Veliki Novgorod in 2006 for monitoring the election with the use of SMS and MMS messages. It boils down to the following. The data of the ‘Vybory’ automated system (SAS) with distribution of votes at the level of Federation, territory, region and all polling stations via a secure integration complex is transmitted to the mobile communications operators. Every citizen subscribes and at the appointed time receives a SMS or MMS message regardless of the person’s location.

This significantly expands (by a factor of 4-5) the number of people who can monitor the summing up of the voting results, can compare the certified copies of the protocols received directly from the election commission with the data placed in the SAS ‘Vybory.’

Therefore, the application of the new technologies builds up confidence in the election system.
Upon consideration of all the reports presented it’s suggested that in future:

1. The member states reports on e-voting should be divided into two groups:

The reports on the implemented and applied to real elections e-voting systems (including pilot projects);

The reports on the plans for e-voting systems development and implementation (legal and operational drafts, engineering solutions projects and the preparedness for their implementation).

That will make it possible to assess actual pursuance of the Recommendation.

2. The assessment criterion should be the compliance of the existing and being developed e-voting systems with the Recommendation Rec(2004)11 and national legislation.

Special attention should be given to the observance of free and secret suffrage. The reports of Swiss and Estonian representatives on remote voting via Internet displayed that the applied system meets the requirements of national legislation but not items 12 and 15, section 3 ‘Free Suffrage’, and items 16-18, section 4 ‘Secret Suffrage’ of the Recommendation Rec(2004)11. This is the question of the public confidence in e-voting.

3. The Recommendation shouldn’t be corrected. In case of well-grounded reasons for amendments to be made in certain clauses, the suggestions should be approved of by all member states.
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