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See www.coe.int/cybercrime for a link to the Convention including the database on signatures and ratifications.
Miquelon M.F., ‘The Convention on Cybercrime: an Harmonized Implementation of International Penal Law: What
Prospects for’, (23) 2005 J. Marshall J. Computer & Info. L., p. 329.; Gerke M., The Convention on cybercrime,
MMR, 2004; Sarzana C., ‘La Convenzione europea sulla cibercriminalitd’, in Dir. pen. e proc., 2002, p. 509.; ID.,
Informatica, Internet e diritto penale, 2003, p. 403.

See Picotti L. (ed.), Computer crimes and cyber crimes: global offences, global answers (forthcoming); Guymon
C.D., ‘International legal mechanisms for combating transnational organized crime: the need for a multilateral
convention’, (18) 2000 Berkeley J. Int'l L., p. 53.; Zakaras M., ‘International computer crimes’, Revue internationale
de droit penal, 2001, p. 813.

Sieber U., The International Handbook on Computer Crime, 1986, Xiii; Sussman M.A., ‘The Critical Challenges
From the International High-Tech and Computer-Related Crime at the Millennium’, (9) 1999 Duke J. Comp. & Int’l.
L., p. 453.

Brenner S.W., Koops B-J. (ed.), Cybercrime and jurisdiction. A global survey, 2006; Perisco B.A., ‘Under Siege: The
Jurisdictional and Interagency Problems of Protecting the National Information Infrastructure’, (7) 1999 Com. Con.,
p. 153.

See Picotti L. (ed.), Computer crimes and cyber crimes: global offences, global answers. (forthcoming).
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Obviously, a full review of domestic legislation and its effectiveness would also require analyses of case law and
help from local scholars and experts.
France has ratified the CoC on 10.01.2006; Romania has ratified the CoC on 12.05.2004.
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Law No. 88-19/1988. For a comment see Feral-Schuhl C., Cyberdroit, Le droit a I'epreuve de I'Internet, p. 596;

Verbiest T., Wery E., Le droit de I'Internet et de la societé de I'information, p. 38.

Article 434-23 Code Penal: “Le fait de prendre nom d’un tiers, dans des circonstances qui ont determine ou auraient
pur determiner contre celui-ci des poursuites pénales, est puni de cinq ans d’emprisonnement et de 75000 euros
d’amende”. About identity theft see also Gercke M., Internet-related identity theft (a discussion paper), available on
www.coe.int/cybercrime.
For a definition of spam see CNIL: “'envoi massif et parfois répéte de courier électronique non sollicité. Le plus
souvent a caractere commercial a des personnes avec lesquelles I'expéditeur n'a jamais eu de contact et don't il a
capte I'adresse électronique dans les espaces public de I'Internet”.
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12

13

14

15
16

LStrafrechtsanderungsgesetz zur Bekampfung der Computerkriminalitat’ in Kraft BGBI I, p. 1786; for a comment see
Ernst S., Das neue Computerstrafrecht, NJW, 2007, p. 2661.

Ernst S., Das neue Computerstrafrecht, NJW, 2007, p. 2665. About phishing see also Knupfer, Phishing for Money,
MMR, 2004, p. 641; Hilgendorf E., Frank T., Valerius B., Computer-und Internetstrafrecht, p. 205.

Hilgendorf, etc., op cit., p. 199. FRANK T., Zur Strafrechtlichen Bewaltigung des Spamming, 2004.

Heinrich B., Aktuelle Probleme des Internetstrafrechts, op. cit.

The choice of the legislator in the case of Cyprus is identical. See Cyprus Law No. 22(111)04.
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7 For an explanation of these terms, see the Explanatory Report,

18

19
20

21

22

http://conventions.coe.int/Treaty/en/Reports/Html/185.htm. The definition of a computer system furnished by Article
1(a) EU Framework decision on Attacks against Information Systems is similar. See footnote No. 18. EU
Framework Decision defines also other concepts, such as “legal person” and “without right”.

According to Article 1 EU Framework Decision on Attacks against Information Systems ‘computer data’ means “any
representation of facts, information or concepts in a form suitable for processing in an information system, including
a program suitable for causing an information system to perform a function”; ‘information system’ means “any
device or group of interconnected or related devices, one or more of which, pursuant to a program, performs
automatic processing of computer data, as well as computer data stored, processed, retrieved or transmitted by
them for the purposes of their operation, use, protection and maintenance”.

Explanatory Report, 22.

i.e. Albania, Armenia, Croatia, Estonia, France, "the former Yugoslav Republic of Macedonia”, Hungary, Lithuania,
Ukraine and Slovakia.

Austria (Sec. 74, para 8 PC); Bulgaria (Article 93, items 21 PC), Cyprus (Article 2 Law. 22(111)04), The Netherlands
(Article 80sexies CC), Portugal (Article 2 Law. No. 109/91). Romania (Article 35a) Law 161/2003), India (Sec. 2,
subsection 1, I) ITA) or United States (Title 18, § 1030(e) US Code).

i.e. Italy, France or Australia.
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i.e. the concepts of “security measures”, “without right”, “without authorization”, or “exceeds the authorization”.
Article 2 Cyprus Law No. 22(111)04: “for the purpose of this Law, the terms and phrases below have the following
meaning:- “computer system” means any device or assembly of interconnected devices or that are in an operational
relation, out of which they provide automatic data processing by means of a computer program. — “Computer data”
means any representation of facts, information or concepts in a form that can be processed by a computer systems
which includes any computer program that can cause a computer system to perform a function. - “Service provider”
means — any public or private entity offering the users the possibility to communicate by means of a computer
system, and — any other entity processing or storing computer data for the entity mentioned above or for the users
of the services offered by these. — “Traffic data” means any computer data created by a computer systems and
related to a communication achieved through computer systems, representing a part of the communication chain,
indicating the communication origin, destination, route, time, date, size, volume and duration, as well as the type of
service used for the communication”.

Article 93 of Bulgaria Criminal Code: "The words and expressions below have been used in this Code in the
following context: 21. (New, SG 92/02) "Computer information system" is every individual device or a totality of
interconnected or similar devices which, in fulfilment of a definite programme, provides, or one of the elements
provides automatic data processing. 22. (New, SG 92/02) "Computer information data" is every presentation of
facts, information or concepts in a form subject to automatic processing, including such a programme which is
capable of doing so that a given computer system can fulfil a definite function. 23. (New, SG 92/02) "Provider of
computer information services" is every corporate body or individual offering the possibility of communication
through a computer system or which processes or stores computer data for this communication service or for its
users. Bulgarian Penal Procedure Code Additional provisions: “§ 1. (2) For the purposes of this Code "data
concerning traffic" shall mean all data related to a message going through a computer system which have been
generated as an element of a communications chain indicating the origin, destination, route, hour, date, size and
duration of the connection or of the main service”.

Article 35 Romanian Law No. 161/2003: “ (1) For the purpose of the present law, the terms and phrases below have
the following meaning: a) ,computer system” means any device or assembly of interconnected devices or that are in
an operational relation, out of which one or more provide the automatic data processing by means of a computer
program; b) ,automatic data processing” is the process by means of which the data in a computer system are
processed by means of a computer program; c¢) ,computer program” means a group of instructions that can be
performed by a computer system in order to obtain a determined result; d) ,computer data” are any representations
of facts, information or concepts in a form that can be processed by a computer system. This category includes any
computer program that can cause a computer system to perform a function; e) ,a service provider” is: 1. any natural
or legal person offering the users the possibility to communicate by means of a computer system; 2. any other
natural or legal person processing or storing computer data for the persons mentioned at item 1 and for the users of
the services offered by these; f) ,traffic data” are any computer data related to a communication achieved through a
computer system and its products, representing a part of the communication chain, indicating the communication
origin, destination, route, time, date, size, volume and duration, as well as the type of service used for
communication; g) “data on the users” are represented by any information that can lead to identifying a user,
including the type of communication and the serviced used, the post address, geographic address, IP address,
telephone numbers or any other access numbers and the payment means for the respective service as well as any
other data that can lead to identifying the user; h) “security measures” refers to the use of certain procedures,
devices or specialised computer programs by means of which the access to a computer system is restricted or
forbidden for certain categories of users; i) “pornographic materials with minors” refer to any material presenting a
minor with an explicit sexual explicit behaviour or an adult person presented as a minor with an explicit sexual
explicit behaviour or images which, although they do not present a real person, simulates, in a credible way, a minor
with an explicit sexual explicit behaviour. (2) For the purpose of this title, a person acts without right in the following
situations: a) is not authorised, in terms of the law or a contract; b) exceeds the limits of the authorisation; c) has no
permission from the qualified person to give it, according to the law, to use, administer or control a computer system
or to carry out scientific research in a computer system”.
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27

28

29

30
31

32
33

The Czech Republic and Italy only define the term “traffic data” (Article 90 Czech Republic Electronic
Communications Act; Article 4h) Italian D.Igs. 196/2003).

According to Sec. 202a (2) StGB data are only “which are stored or transmitted electronically or magnetically or
otherwise in a not immediately perceivable manner”.

Legenda: D: difference in scope and content; FC: full covering; GP: general provisions; II: insufficient information;
NC: not covered; NR: not relevant; U: unknown ; RN: Review necessary; C: Corresponding; PC: partially covered;
CR: considering review; CRIM: a penal sanction is provided; ADM: an administrative sanction is provided.

Koops B-J., Cybercrime Legislation in the Netherlands, cit.

Sarzana C., ‘Apercu des stratégies normatives italiennes de droit matériel au sujet de la lutte a la cybercriminalité
set des applications jurisprudentielles correspondantes’. Comparison avec les dispositions continues dans la
Convention de Budapest, Octopus Interface Conference, Strasbourg 11-12 June 2007. With regard to the
sentencing practice of Italian courts see Salvadorl I., “L’accesso abusivo ad un sistema informatico o telematico:
una fattispecie paradigmatica dei nuovi beni giuridici emergenti nel diritto penale dell'informatica”, in Picotti L. (ed.),
‘Tutela penale della persona e nuove tecnologie’, 2007, Quaderni MIUR per la riforma del codice penale, 2008,
(forthcoming).

Explanatory Report, 38.

Picotti L., ‘Internet e diritto penale: il quadro attuale alla luce dell’armonizzazione internazionale’, Diritto dell'Internet,
2005, p. 197.
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35
36
37

38

39

40
41

42

Explanatory Report, 44; Sieber U., in Council of Europe, Organised crime in Europe: the threat of cybercrime,
2004, p. 87.

Picotti L., Reati informatici, 20.

Explanatory Report, 44. See also Gercke M., The Convention on Cybercrime, cit., p. 279.

For a wide explanation of the specific problems connected with the access to a WI-FI, see Kern B.D., Whacking,
Joyriding and War-Driving: Roaming Use of Wi-fi and The Law, (21) 2004 Santa Clara Computer & High Tech. L.J.,
p. 101.; SNOW N., Accessing The Internet Through The Neighbor® Wireless Internet Connection: Physical
Trespass in Virtual Reality, (84) 2006 Neb. L. Rev, p. 1226.

The distinction between the access to the whole or any part of a system is typified by Article 323-1, paragraph 1, of
French Criminal Code.

Explanatory Report, 47.

Explanatory Report, 39.

Only Romania defines the concept of “security measures”. According to Article 35h Romania Law No. 161/2003,
they consist in “the use of certain procedures devices or specialized computer programs by means of which the
access to a computer system is restricted or forbidden for certain categories of users”.

Ala. code § 13A-8-101 (11) (1994); Ark. code ann. § 5-41-102 (a) (1) (Michie 1997); Conn. Gen. Stat. § 53a-250 (1)
(1994 & Supp. 1999); Del. Code Ann. Tit. 11, § 931 (1) (1995 & Supp. 1998); lowa Code Ann. § 716A.1 (1) (1999);
Kan. Stat. Ann. § 21-3755 (a) (1) (1995 & Supp. 1997); N.H. Rev. Stat. Ann. § 638:16 (1) (1996).
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43

44

45
46

47

48
49
50

For a wide explanation of the juridical experience of the USA about the offence of unauthorised access to a
computer system, see Kerr O., ‘Cybercrime’s Scope: Interpreting “Access” and “Authorization” in Computer Misuse
Statues’, in (78) 2003 N. Y. Un. L. Rev., 1602 ss.

Austria (Section 118a Penal Code); Italy (Article 615ter Penal Code); Cyprus (Article 4 Law no. 22(111)04); Estonia
(Article 217 Penal Code); Romania (Article 42(3) Law No. 161/2003); Lithuania (Article 198-1 Criminal Code); The
Netherlands (Article 138a Criminal Code) and Hungary (Article 300C(1) Criminal Code).

Portugal (Article 7 Law No. 109/91); Romania (Article 42(2) No. 161/2003); Slovakia (Sec. 247(1) Criminal Code).
For the opportunity of this objective element see, Morales Prats F., ‘Los ilicitos en la red (Il): pornografia infantil y
ciberterrorismo’, in Romeo Casabona C.M. (ed.), El cibercrimen, cit., p. 276.

See Article 615ter Italian Criminal Code; Article 323-1 French Criminal Code; Article 550bis § 1 Belgium Criminal
Code (“celui qui, sachant qu'il n’y est pas autorisé, accéde a un systeme informatique ou s'y maintient”). For an
explanation of Belgium illegal access provision see Meunier C., La Loi du 28 novembre 2000 relative a la criminalité
informatique ou le droit pénale et la procédure pénale a I'ére numérique, in Revue Droit Pénal Criminologie, 2001,
630 ss.; Wery E., Verbiest T., Le droit de I'Internet et de la société de I'Information, Bruxelles, 2001, p. 24. Also
Article 243, paragraph 1 Turkish Criminal Code No. 5237/2005 criminalises the unauthorised permanence in such
systems.

Armenia (Article 251 Criminal Code), Austria (Section 118a Penal Code).

See Atrticle 251 Armenian Criminal Code.

See Bulgaria (Article 319a Criminal Code); Armenia (Article 251 Criminal Code); United Kingdom (Article 1b,
paragraph 2 Computer Misuse Act), Croatia (Article 223(1) OG 105/04). For other similar examples see also the
illegal access provision of Germany, Austria or Australia.
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5 Nevertheless it does not provide that the illegal access could be committed “to the whole or any part of a computer

system”, and concerning the mental elements that the act is committed “intentionally” and “without right”.

For the notion of security measure furnished by Article 35h) Romanian Law No. 161/2003 see above footnote 40.

5 Article 323-1, para. 1 Code Penal: “Le fait d’accéder ou de se maintenir, frauduleusement, dans tout ou partie d'un
systeme de traitement automatisé de données est puni de deux ans d'emprisonnement et de 30000 euros
d’amende”. For a comment see Feral-Schuhl C., Cyberdroit, Le droit a I'épreuve de I'Internet, 597.

* According to the Cour d'appel de Paris, 30 October 2002: “Il ne peut &tre reproché & un internaute d’accéder aux
données ou de se maintenir dans les parties des sites qui peuvent étre atteintes par la simple utilisation d'un logiciel
grand public de navigation, ces parties de site, qui ne font par définition, I'objet d’aucune protection de la part de
I'exploitant du site ou de son prestataire de services, devant étre réputées non confidentielles a défaut de toute
indication contraire et de tout obstacle a l'acces".

*  See Cour d'appel de Paris, 5 April 1994, Dalloz, 1994, I.R. 130: “la loi incrimine également de maintien irrégulier
dans un systéme de la part de celui qui y serait entré par inadvertance, ou de la part de celui qui, y ayant
régulierement pénétré, se serait maintenu frauduleusement “; El Chaer N., La criminalité informatique, cit., 115 ss.
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% Sec. 202a StGB: “(1) Whoever, without authorisation and by means of violating access security mechanisms,

obtains for himself or another party access to data that are not intended for him and that are specially protected
against unauthorised access, shall be punished with imprisonment for not more than three years or a fine. (2) Within
the meaning of subsection (1), data shall be only those which are stored or transmitted electronically or magnetically
or otherwise in a not immediately perceivable manner‘. For an explanation see Ernst S., Das neue
Computerstrafrecht, cit., 2661.

It would be advisable that the CoC specifies expressly the problematic concepts as mentioned above (“security
measures, access, without authorisation”) in order to guarantee the uniform application of this offence at the
national level.

57
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58
59
60
61
62

63
64

65

66

Explanatory Report, 51.

See Sieber U., in Council of Europe, Organised crime in Europe, cit.

Explanatory Report, 53.

Explanatory Report. No. 50.

Article 171(1), paragraph 3 Bulgarian Criminal Code; Article 8 Portugal Law No. 109/1991; title 18, Article I, chapter
119, § 2511 US Code).

Explanatory Report, 58.

I.e. Armenia (Article 254(1) Criminal Code), Croatia (Article 233(4) OG 105/04), Cyprus (Article 5, law No. 22(111)04),
Estonia (Article 137 Penal Code) or Lithuania (Article 198 Penal Code).

l.e. Bulgaria (Article 171(3) Penal Code), Germany (Sec. 202b StGB), Portugal (Article 8, Law No. 109/91), Austria
(Sec. 119a Penal Code), Slovakia (Article 247(2) Criminal Code); The Netherlands (Article 139¢c CC).

See for example Austria (Sec. 119a Criminal Code).
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67

Article 226-15, paragraph 2, Code Pénal: "Est puni des mémes peines le fait, commis de mauvaise foi,
d'intercepter, de détourner, d'utiliser ou de divulguer des correspondances émises, transmises ou regues par la voie
des télécommunications ou de procéder a l'installation d’appareils congus pour réaliser de telles interceptions”.

For an explanation of the new Sec. 202b StGB see Ernst S., Das neue Computerstrafrecht, cit., p. 2664.
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Explanatory Report, 60.
Explanatory Report, 61.
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See for example Bulgaria (Article 319b Penal Code), Estonia (Article 206 Penal Code) or Lithuania (Article 197
Penal Code).

Croatia (Article 223( 3) OG 105/04); Slovakia (Article 247(1)b Criminal Code), Turkey (Article 244(2) Penal Code).
i.e. Armenia (Article 253 Penal Code); The Netherlands (Article 350b CC).

Article 323-3 Code Penal: "Le fait d'introduire frauduleusement des données dans un systéme de traitement
automatisé ou de supprimer ou de modifier frauduleusement les données qu'il contient est puni de cing ans
d’emprisonnement et de 75000 euros d’amende".

See for a comment Feral-Schuhl C., Cyberdroit, Le droit a I'épreuve de I'Internet, p. 598.

Albania (Article 192/b Penal Code).

Armenia (Article 253 Criminal Code).

Ukraine (Article 362(1) Criminal Code).

Sri Lanka (Article 5(a-c) Computer Crime Act), Ukraine (Article 362(1) Criminal Code), Slovakia (Article 247(1)b
Criminal Code).

For an explanation see Ernst S., Das neue Computerstrafrecht, cit., 2664; Trondle, Fischer (ed.), Strafgesetzbuch
und Nebengesetze, p. 1966.
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8 persico B.A., ‘Under Siege: The Jurisdictional and Interagency Problems of Protecting the National Information

Infrastructure’, cit., p. 153; Hanseman R.G., The Realities and Legalities of Information Warfare, cit., p. 187.
Explanatory Report, 65.

Katyal K.N., Criminal Law in Cyberspace, in (4) 2001 U. of P. L. Rev., p. 1003; Gonzalez Rus J.J., Los ilicitos en la
red (1): hackers, crackers, cyberpunks, sniffers, denegacion de servicio y otros comportamientos semejantes, in
Romeo Casabona C.M. (ed.), El cibercrimen, cit, p. 241.

Portugal (Article 5,6 Law no. 109/91), Austria (Sec. 126b Criminal Code).

Croatia (Article 223(2) OG 105/04).

Explanatory Report, 67.

Explanatory Report, 69.

Explanatory report, 69. For a wide analysis of the legal problems concerning spam, see, in German, Frank T., Zur
Strafrechtlichen Bewaltigung des Spamming, 2004.

83
84

85
86
87
88
89

1 #



% = > 3 C
& & + )
9 + & + + & )
& & + +& ,
8 +& <, V=772 -A + & +
+ & + + &
+ && & B
23 "<, 4 H##/ & ' C +
3 , 7 & - A
& + + & &
+ & '
& / 3+ B
+ 3 5 &
A +B *
& + + A B A &&
& , % & ' & / 3+ ,
% & + ! 3 ; | #1
=A & B> -
=>E + ' &
& + + | #1 =1,
= 1 #1 = >
& + + &
+
E:7 @
& +, % & & +
+ , % C & * (
+ *
& +, % &
.7 + 3 Cc
+ & + ,
% A & B & + , L # @ &
& & + , &
& &
& + 7 & +
+ 1
& & -
& = >
+& = 8 < VI =7#2>= >
= 23 ' <, 4 H##I >= >
( = 128= > < , | ##H ##3>
= , 14 >
= /1/0 >
@ ' o+
< 0 ( 0 +




%

90

91
92

+> )

&

A model of provision could be represented by Article 4 EU Framework Decision on attacks against information
systems.

Explanatory Report, 71.

Explanatory Report, 77.
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USA (Title 18, Article 1, Chapter 47 § 1030 (6) US Code).

See for example Albania (Article 286/a Penal Code); Armenia (Article 255, 256 Penal Code), Croatia (Article 223 (6-
7) OG 105/04), ltaly (Article 615quinquies Penal Code).

See i.e. Albania (Article 286/a Penal Code), France (Article 323-3-1 Penal Code), Slovakia (Article 247(2)b Penal
Code) or Lithuania (Article 198-2 Penal Code).

Armenia (Article 255, 256 Penal Code).

For a first comment of the new provision see Ernst S., Das neue Computerstrafrecht, cit., p. 2662.
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Explanatory Report, 81.

Explanatory Report, 83.

Albania, Armenia or Slovakia.

See for example France or the Netherlands (Article 255 Dutch Criminal Code). For a comment see Koops B-J.,
‘Cybercrime Legislation in the Netherlands’, in Reich P.C., Cybercrime and Security, vol. 2005/4.

Albania (Article 252 Penal Code), Armenia (Article 252 Criminal Code), Estonia (Article 344 Penal Code), Ukraine
(Article 200 Penal Code), Turkey (Article 244, paragraph 2 Penal Code), Bulgaria (Article 319b,c Penal Code),
Serbia.

i.e. Cyprus (Article 9 Law No. 22(lll) 04), Portugal (Article 4 Law no. 109/91) or Austria (Sec. 225a Penal Code).
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such a way that a counterfeit or falsified document would exist upon its retrieval, or uses data stored or modified in
such a manner, shall be punished with imprisonment for not more than five years or a fine. (2) An attempt shall be
punishable. (3) Section 267 subsections (3) and (4), shall apply accordingly”. For a comment of Sec. 269 StBG see

Hilgendorf E., Frank T., Valerius B., Computer-und Internetstrafrecht, cit. p. 53; Trondle, Fischer (ed.),
Strafgesetzbuch und Nebengesetze, cit. p. 1856
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195 Katyal K.N., Criminal law in cyberspace, in (4) 2001 Pennsylvania U. L. Rev.; Davis E.S., A world wide problem on
the world wide web: international responses to transnational identity theft via the internet, 12 (2003) Wash. U. J.L. &
Pol® 201; Popp A., “Phishing”, “Pharming” und das Strafrecht, MMR, No. 2, 2006, p. 84; Gonzales Rus J.J., Los
ilicitos en la red (I): hackers, crackers, cyberpunks, sniffers, denegacién de servicio y otros comportamientos
semejantes, in Romeo Casabona C.M. (ed.), El cibercrimen, cit. p. 241.

1% see CSI/FBI, Computer Crime and Security Survey, 2006, available on www.GoCSl.com.

17 picotti L., Sistematica dei reati informatici, p. 55.

198 Explanatory report, No. 86.
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o Explanatory Report, 88.

Explanatory report, 90.

11 Albania (Article 191a Criminal Code), Armenia (Article 252 Criminal Code), Bulgaria (Article 212a Criminal Code),
Croatia (Article 24a OG 105/04), Estonia (Article 213 Criminal Code), Hungary (Article 300/c, 300/e Criminal Code),
Lithuania (Article 192 Criminal Code), "the former Yugoslav Republic of Macedonia”, Ukraine.

M2 gee for example Croatia (Article 244a OG 105/04); Armenia (Article 252 Criminal Code).

"3 Estonia (Article 213 Penal Code). Italy (Article 640ter Criminal Code).

14 Croatia (Article 224a OG 105/04).

5 For a comment see Verbiest T., Wery E., Le droit de I'Internet et de la société de I'information, p. 43.

"8 For a comment see Hilgendorf E., Frank T., Vvalerius B., Computer-und Internetstrafrecht, cit., p. 39; Fischer (ed.),

Strafgesetzbuch und Nebengesetze, p. 1717.
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e Explanatory Report, 91.

See for example Optional Protocol to the UN Convention on the rights of the child and other European Commission
initiative (i.e. Council Framework Decision 2004/68/JHA of 22 December 2003 on combating the sexual exploitation
of children and child pornography).

Albania (Article 117 Criminal Code), Armenia (Article 263 Criminal Code), Bulgaria (Article 159(3)(4) Criminal
Code), Croatia (Article 179a OG 105/04); Estonia (Article 309 Criminal Code), Ukraine (Article 301 Criminal Code).
Albania (Article 117 Criminal Code), Armenia (Article 263 Penal Code), Cyprus (Article 11 Law No. 22(11104 defines
only “child pornography”), Croatia (Article 197 a OG 105/04), France (Article 227(23-24) Code Penal), Lithuania
(Article 162, 309 Criminal Code), Slovakia (Sec. 368-370 Criminal Code Act), Turkey (Article 226(4) Criminal Code).
Germany (Sec. 184b StGB), Portugal (Article 172 Criminal Code), Serbia (Article 185 Penal Code), Estonia (Articles
177, 178 Criminal Code).

Explanatory Report, 93.

Cyprus (Article 12(1) Law No. 22(111)04), Italy (Article 600ter Criminal Code), Romania (Article 51(1) Law 161/2003),
France (Article 227-23 Code Penal).
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24 For a comment see Hilgendorf E., Frank T., Valerius B., Computer-und Internetstrafrecht, cit. p. 100; Hornle,
Pornographische Schriften im Internet; die Verbotsnormen im deutschen Strafrecht und ihre Reichweite, NJW,

2002, p. 1008.

125

Article 227-23 French Criminal Code provides for: (1) ALe fait, en vue de sa diffusion, de fixer, d'enregistrer ou de

transmettre l'image ou la représentation d'un mineur lorsque cette image ou cette représentation présente un
caractére pornographique est puni de cing ans d'emprisonnement et de 75 000 Euros d'amende. (2) Le fait d'offrir,
de rendre disponible ou de diffuser une telle image ou représentation, par quelque moyen que ce soit, de I'importer
ou de l'exporter, de la faire importer ou de la faire exporter, est puni des mémes peines. Les peines sont portées a
sept ans d'emprisonnement et a 100 000 Euros d'amende lorsqu'il a été utilisé, pour la diffusion de I'image ou de la
représentation du mineur a destination d'un public non déterminé, un réseau de communications électroniques”.
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126 Explanatory Report, 103.
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128
129
130

131

132
133

134
135

Explanatory Report, 114.

Explanatory Report, 116.

Explanatory Report, 113.

Armenia (Article 158 Criminal Code), Cyprus (Article 12 Law No. 22(111)04), Romania (Article 139(8),(9), 143 Law
No. 8/1996).

Croatia (Article 230 OG 105/04), Bulgaria (Article 172a Criminal Code), Turkey (Article 71,72 Law No. 5846/1951);
Albania (Article 50 Law on copyright); Hungary (Article 329a, 329c Law No. 4/1978).

Germany (Sec. 108b UrhG).

Cyprus (Article 12 Law No. 22(111)04); Estonia (Article 223,225 Criminal Code); Romania (Article 139, para 8, 139,
para. 9, 143 Law No. 8/1996); Lithuania (Article 192 Criminal Code).

Armenia (Article 158 Criminal Code); Ukraine (Article 176 Criminal Code).

For a comment see Hilgendorf E., Frank T., Valerius B., Computer-und Internetstrafrecht, 2005, p. 162. About
German copyright offences see more generally Czychowski, Das Gesetz zur Regelung des Urheberrecht, GRUR,
2001, p. 1106; Abdallah, Gercke, Reinert, Die Reform des Urheberrechts. Hat der Gesetzgeber das Strafrecht
Ubersehen?, ZUM, 2004, p. 31.
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136

137

138

Sec. 106 UrhG: “1) Whoever reproduces, distributes or publicly communicates a work or an adaptation or
transformation of a work, other than in a manner allowed by law and without the right holder's consent, shall be
punished with imprisonment for up to three years or a fine.(2) An attempt shall be punishable”.

Sec. 107 UrhG: “(1) Whoever 1. without the author’s consent, affixes a designation of author (section 10 subsection
(1)) to the original of a work of fine art or distributes an original bearing such designation, 2. affixes a designation of
author (section 10 subsection (1)) on a copy, adaptation or transformation of a work of fine art in such manner as to
give to the copy, adaptation or transformation the appearance of an original or distributes a copy, adaptation or
transformation bearing such designation, shall be punished with imprisonment for up to three years or a fine
provided the offence is not subject to a more severe penalty under other provisions. (2) An attempt shall be
punishable”.

Sec. 108 UrhG: "1) Whoever, other than in a manner allowed by law and without the right holder's consent: 1.
reproduces, distributes or publicly communicates a scientific edition (section 70) or an adaptation or transformation of
such edition; 2. exploits a posthumous work or an adaptation or transformation of such work contrary to section 71; 3.
reproduces, distributes or publicly communicates a photograph (section 72) or an adaptation or transformation of a
photograph; 4. exploits a performance contrary to section 77 subsection (1) or (2) or section 78 subsection (1); 5.
exploits an audio recording contrary to section 85; 6. exploits a broadcast contrary to section 87; 7. exploits a video
or video and audio recording contrary to section 94 or section 95 in conjunction with section 94; 8. uses a database
contrary to section 87b (1), shall be punished with imprisonment for up to three years or a fine. (2) An attempt shall
be punishable”.
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Article 139.8 Law No. 8/1996: "There is a criminal offence and shall be punished with imprisonment from 1 to 4
years or a fine the act of making available to the public, including through the Internet or other computer networks,
without the consent of the owners of the copyright of protected works, neighbouring rights or sui generis rights of the
manufacturers of databases or copies of such protected work, regardless of the form of storage thereof, in such a
manner as to allow to the public to access it from anywhere or at anytime individually chosen”.

Article 139.9 Law No. 8/1996: "There is a criminal offence and shall be punished with imprisonment from 1 to 4
years or a fine the unauthorised reproduction in information systems of computer software in any of the following
ways: install, storage, running or execution, display or intranet transmission”.

Article 143, para 1, Law No. 8/1996: "(1) There is a criminal offence and shall be punished with imprisonment from
3 months to 3 years or a fine the act of manufacturing, import, distribution or rental, offer, by any means, for sale or
rental or possession in view of selling without right devices or components that allow neutralization of technical
measures of protection or that perform services that lead to neutralization of technical measures of protection or that
neutralise such technical measures of protection, including in the digital environment”.

Article 143, para 2, Law No. 8/1996: "(2) There is a criminal offence and shall be punished with imprisonment from 3
months to 3 years or a fine the act of person whom, without having the consent of the owners of the copyright, and
while knowing or should have known that thus is allowing, facilitating, causing or concealing a violation of a right as
set forth in this law: a) removes or modifies from the protected works for commercial purposes any electronic
information relating to the applicable regulations on copyright or neighbouring rights, b) distributes, imports in view
of distribution, broadcasts or publicly communicates or makes available to the public, so as to allow access from
any place and at any time chosen individually, without right, through digital technology, works or other protected
works for which the information existing in electronic form regarding the regulations on copyright or related rights,
have been removed or modified without authorization”.
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43 Explanatory Report, 118.
144 Explanatory Report, 118.
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15 gec. 22 StGB (Definition of Terms): “Whoever, in accordance with his understanding of the act, takes an immediate

step towards the realisation of the elements of the offence, attempts to commit a crime”. Sec. 23 StGB
(Punishability for an attempt): “(1) An attempt to commit a serious criminal offence is always punishable, while an
attempt to commit a less serious criminal offence is only punishable if expressly provided by law. (2) An attempt
may be punished more leniently than the completed act (section 49a subsection (1)). (3) If the perpetrator, due to a
gross lack of understanding, fails to recognise that the attempt could not possibly lead to completion due to the
nature of the object on which or the means with which it was to be committed, the court may withhold punishment or
in its own discretion mitigate the punishment (section 49 subsection(2)”). Sec. 24 StGB (Abandonment): "(1)
Whoever voluntarily renounces further execution of the act or prevents its completion shall not be punished for an
attempt. If the act is not completed due in no part to the contribution of the abandoning party, he shall not be
punished if he makes voluntary and earnest efforts to prevent its completion. (2) If more than one person participate
in the act, whoever voluntarily prevents its completion will not be punished for an attempt. However his voluntary
and earnest efforts to prevent the completion of the act shall suffice for exemption from punishment if the act is not
completed due in no part to his contribution or is committed independently of his earlier contribution to the act”.
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146 Explanatory Report, 123. With regard to the liability of legal persons, see also Article 8 EU Framework Decision on
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Attacks against Information Systems: “Each Member State shall take the necessary measures to ensure that legal
persons can be held liable for offences referred to in Articles 2, 3, 4 and 5, committed for their benefit by any
person, acting either individually or as part of an organ of the legal person, who has a leading position within the
legal person, based on: (a) a power of representation of the legal person, or (b) an authority to take decisions on
behalf of the legal person, or (c) an authority to exercise control within the legal person. 2. Apart from the cases
provided for in paragraph 1, Member States shall ensure that a legal person can be held liable where the lack of
supervision or control by a person referred to in paragraph 1 has made possible the commission of the offences
referred to in Articles 2, 3, 4 and 5 for the benefit of that legal person by a person under its authority. 3. Liability of a
legal person under paragraphs 1 and 2 shall not exclude criminal proceedings against natural persons who are
involved as perpetrators, instigators or accessories in the commission of the offences referred to in Articles 2, 3, 4
and 5"

Explanatory Report, 123.

Explanatory Report, 123.

See i.e. Albania, Armenia, The Czech Republic, Serbia, Ukraine or “the former Yugoslav Republic of Macedonia”.
Article 19 of the Romanian Criminal Code (amended by Law No. 278/2006): “Legal persons, with the exception of
the State, the public authorities and the public institutions the activity of which is not the subject of private domain,
shall be criminally liable for criminal offences committed in order to activate in their activity field or in the interest or
on behalf of the legal person, provided that the act has been committed with the form of guilt provided in criminal
law. Criminal liability of legal persons shall not exclude the criminal liability of natural persons who contributed in any
manner to the perpetration of the same criminal offence”.
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Section 30 OWIG: “(1) Where a person acting: 1. as an entity authorised to represent a legal person or as a
member of such an entity, 2. as chairman of the executive committee of an association without legal capacity or as
a member of such committee, 3. as a partner authorised to represent a partnership with legal capacity, or 4. as the
authorised representative with full power of attorney or in a managerial position as procura holder or the authorised
representative with a commercial power of attorney of a legal person or of an association of persons referred to in
numbers 2 or 3, 5. as another person responsible on behalf of the management of the operation or enterprise
forming part of a legal person, or of an association of persons referred to in numbers 2 or 3, also covering
supervision of the conduct of business or other exercise of controlling powers in a managerial position, has
committed a criminal offence or a regulatory offence as a result of which duties incumbent on the legal person or on
the association of persons have been violated, or where the legal person or the association of persons has been
enriched or was intended to be enriched, a regulatory fine may be imposed on such person or association. (2)The
regulatory fine shall amount: 1. in the case of a criminal offence committed with intent, to not more than one million
Euros,; 2. in the case of a criminal offence committed negligently, to not more than five hundred thousand Euros.
Where a regulatory offence has been committed, the maximum regulatory fine that can be imposed shall be
determined by the maximum regulatory fine imposable for the regulatory offence at issue. The second sentence
shall also apply where an act simultaneously constituting a criminal offence and a regulatory offence has been
committed, provided that the maximum regulatory fine imposable for the regulatory offence exceeds the maximum
pursuant to the first sentence. (3) Section 17 subsection 4 and section 18 shall apply mutatis mutandis. (4) If
criminal proceedings or proceedings to impose a regulatory fine are not instituted in respect of the criminal offence
or the regulatory offence, or if such proceedings are discontinued, or if imposition of a criminal penalty is dispensed
with, the regulatory fine may be assessed independently. Statutory provision may be made to the effect that a
regulatory fine may be imposed in its own right in further cases as well. However, independent assessment of a
regulatory fine against the legal person or association of persons shall be precluded where the criminal offence or
the regulatory offence cannot be prosecuted for legal reasons; section 33 subsection 1, second sentence, shall
remain unaffected. (5) Assessment of a regulatory fine incurred by the legal person or association of persons shall,
in respect of one and the same offence, preclude a forfeiture order, pursuant to sections 73 or 73a of the Criminal
Code or pursuant to section 29a, against such person or association of persons”.

Section 130 OWIG: (1) Whoever, as the owner of an operation or undertaking, intentionally or negligently omits to
take the supervisory measures required to prevent contraventions, within the operation or undertaking, of duties

2
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incumbent on the owner as such and the violation of which carries a criminal penalty or a regulatory fine, shall be
deemed to have committed a regulatory offence in a case where such contravention has been committed as would
have been prevented, or made much more difficult, if there had been proper supervision. The required supervisory
measures shall also comprise appointment, careful selection and surveillance of supervisory personnel. (2) An
operation or undertaking within the meaning of subsection 1 shall include a public enterprise. (3) Where the breach
of duty carries a criminal penalty, the regulatory offence may carry a regulatory fine not exceeding one million
Euros. Where the breach of duty carries a regulatory fine, the maximum regulatory fine for breach of the duty of
supervision shall be determined by the maximum regulatory fine imposable for the breach of duty. The second
sentence shall also apply in the case of a breach of duty carrying simultaneously a criminal penalty and a regulatory
fine, provided that the maximum regulatory fine imposable for the breach of duty exceeds the maximum pursuant to
the first sentence.

Article 323-6 French Criminal Code : ALes personnes morales peuvent étre déclarées responsables pénalement,
dans les conditions prévues par l'article 121-2, des infractions définies au présent chapitre. Les peines encourues
par les personnes morales sont : 1€L'amende, suivant les modalités prévues par l'article 131-38 ; 2éLes peines
mentionnées a l'article 131-39. L'interdiction mentionnée au 2éde l'article 131-39 porte sur l'activité dans I'exercice
ou a l'occasion de I'exercice de laquelle I'infraction a été commiseB

Sec. 3 VbVG: “(1) Subject to the additional conditions defined in paragraphs 2 or 3 an entity shall be responsible for
a criminal offence if 1. the offence was committed for the benefit of the entity or 2. duties of the entity have been
neglected by such offence. (2) The entity shall be responsible for offences committed by a decision maker if the
decision maker acted illegally and culpably. (3) The entity shall be responsible for criminal offences of staff if 1. the
facts and circumstances which correspond to the statutory definition of an offence have been realised in an illegal
manner; the entity shall be responsible for an offence that requires willful action only if a staff has acted with willful
intent, and for a criminal offence that requires negligent action only if a staff has failed to apply the due care
required in the respective circumstances; and 2. commission of the offence was made possible or considerably
easier due to the fact that decision makers failed to apply the due and reasonable care required in the respective
circumstances, in particular by omitting to take material technical, organizational or staff related measures to
prevent such offences. (4) Responsibility of an entity for an offence and criminal liability of decision makers or staff
on grounds of the same offence shall not exclude each other”.
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Explanatory Report, 131.

Explanatory Report, 129.

See Kaspersen H.W.K., Comparative Analysis of the Criminal Law of India in view of its compatibility with the
requirements of the Convention of Cybercrime of the Council of Europe (a discussion paper), in Council of Europe,
The Project on Cybercrime.

See for example Armenia, “the former Yugoslav Republic of Macedonia”, Ukraine, Albania, Serbia or India.
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2000; Sieber U., The International Emergence of Criminal Information Law, 1992, p. 41.
%0 vang D.W., Hoffstadt B.M., Essay, “Countering the Cyber-Crime Threat”, in (43) 2006 Am. Crim. L. Rev., 203. With
regard to the economic impact of cybercrime see Katyal K.N., Digital Architecture as Crime Control, in (112) 2003

Yale L. J., 2261.
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163
164
165

Explanatory Report, 133.
Explanatory Report, 134.
Explanatory Report, 132.
Explanatory Report, 141.
Explanatory Report, 142.
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About these problems see, for example, Zoller M.A., Verdachtlose Recherchen und Ermittlungen im Internet, GA,
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186 Explanatory Report, 145.
87 Explanatory report, 161.
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169

170

Romania (Article 54 Law No. 161/2003), Sri Lanka (Article 19(1), (2), 24 (1,4) Computer Crime Act), and Slovakia
(Sec. 90 Procedural Criminal Code).

See i.e. Albania (Article 299, para. 1 Criminal Procedure Code), Armenia, Portugal (Article 6 Law No. 69/98);
Estonia (Article 215 Criminal Procedure Code); Bulgaria (Article 159 Penal Procedure Code); Serbia (Article 85,
para 1, 146, para. 1,7, Article 155 255, para 2) or France (Article 56, paragraph 7 Code de Procedure Penale).
Germany has only a specific provision regarding the collection of traffic data (Sec 100g StPO), Portugal limits the
preservation of traffic data to billing purposes (Article 6 Law No. 69/98 (26 October 1998)).

Sec. 90 Criminal Procedure Code: (1) “If storage of saved computer data including traffic data saved by means of
computer system is necessary in order to clarify facts significant for criminal proceedings, then presiding judge or a
prosecutor within pre-trial proceedings or prior to the commencement of criminal prosecution may issue an order
that needs to be justified by factual circumstances and addressed to a person in whose possession or under whose
control such data are, or to a service provider of such services, with the view of: a) storing and keeping
completeness of such data; b) enabling production and keeping/possession of copies of such data; c) making
access to such data impossible; d) removing from computer system such data; e) handing over such data for the
purposes of criminal proceedings”. (2) The order issued pursuant to the par. 1 must state a period of time during
which data storage shall be carried out, maximum period is 90 days, and if repeated storage is necessary, new
order shall be issued. (3) If storage is no longer necessary of computer data including traffic data for the purposes of
criminal proceedings, presiding judge or prosecutor in the stage before the commencement of criminal prosecution
or within pre-trial proceedings shall issue the order to cancel data storage without delay. (4) An order issued
pursuant to the par. 1 to 3 shall be served on a person in whose possession or control the data are or to a service
provider of such services; both of them may be imposed the obligation of keeping in secret the measures contained
in the order”.
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177
178

Explanatory report, 168.

i.e. Albania, Armenia, Portugal and Mexico.
il.e. Albania, Armenia, Bulgaria (Article 159 Criminal Procedure Code); Estonia (Article 215 Criminal Procedure
Code) or France (Article 60, paragraph 2, Code de Procedure Penal).
According to Article 60-2, para 2 Code de Procedure Penale: "L®fficier de police judiciaire, intervenant sur
réquisition du procureur de la République préalablement autorisé par ordonnance du juge des libertés et de la
détention, peut requérir des opérateurs de télécommunications, et notamment de ceux mentionnés au 1 du | de
l@rticle 6 de la loi 2004-575 du 21 juin 2004 pour la confiance dans I@conomie numérique, de prendre, sans délai,
toutes mesures propres & assurer la préservation, pour une durée ne pouvant excéder un an, du contenu des
informations consultées par les personnes utilisatrices des services fournis par les opérateurs. Les organismes ou
personnes visés au présent article mettent a disposition les informations requises par voie télématique ou
informatique dans les meilleurs délais".
The text of Sec. 90 Slovak Criminal Procedure Code and Article 54 Romanian Law No. 161/203 can be read above.
Explanatory report, 170.
Explanatory report, 171.
See for example, Portugal, Ukraine, Cyprus or Mexico.
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182
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184

Armenia (Article 225,239 Criminal Procedure Code); Albania (Article 191, 211 Criminal Procedure Code); France
(Article 56, 97 Code de Procedure Penal); Germany (Sec. 95 StPO); Romania (Article 16 Law No. 508/2004) or
Serbia (Article 82, 85 Criminal Procedure Code).

See for example Italy (Article 4f), g), h), D.lgs. 196/2003); Romania (Article 35f) Law No. 161/2003); Bulgaria (Sec.
1(2) Penal Procedure Code); Cyprus (Article 2 Law No. 22(111)04).

According to Article 60-1, paragraph 1 Code de Procedure Penale: “Le procureur de la République ou l'officier de
police judiciaire peut, par tout moyen, requérir de toute personne, de tout établissement ou organisme privé ou
public ou de toute administration publique qui sont susceptibles de détenir des documents intéressant I'enquéte, y
compris ceux issus d'un systéme informatique ou d'un traitement de données nominatives, de lui remettre ces
documents, notamment sous forme numérique, sans que puisse lui étre opposée, sans motif Iégitime, I'obligation au
secret professionnel. Lorsque les réquisitions concernent des personnes mentionnées aux articles 56-1 a 56-3, la
remise des documents ne peut intervenir qu'avec leur accord".

Explanatory report, 184.

Explanatory report. 201.

See for example Albania (Article 202, 203, 209 Criminal Procedure Code), Armenia (Article 226 Criminal Procedure
Code), Croatia (Article 211B (2), 215 OG 58/02), Lithuania (Article 139, 141 Criminal Procedure Code); Estonia
(Article 91, 126 Criminal Procedure Code); The Netherlands (Article 96b, 96c, 97, 110 Dutch CCP); Portugal (Article
176, 177, 178 Penal Procedure Code), United Kingdom (Article 10,14 CMA 1990; Article 16-19 ICA 2003).
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191

According to Article 56, para. 1, Code de Procedure Penale: “Si la nature du crime est telle que la preuve en puisse
étre acquise par la saisie des papiers, documents, données informatiques ou autres objets en la possession des
personnes qui paraissent avoir participé au crime ou détenir des pieces, informations ou objets relatifs aux faits
incriminés, l'officier de police judiciaire se transporte sans désemparer au domicile de ces derniers pour y procéder
a une perquisition dont il dresse procés-verbal". According to Article 97 Code de Procedure Penale: "Lorsqu'il y a
lieu, en cours d'information, de rechercher des documents ou des données informatiques et sous réserve des
nécessités de l'information et du respect, le cas échéant, de I'obligation stipulée par l'alinéa 3 de l'article précédent,
le juge d'instruction ou l'officier de police judiciaire par lui commis a seul le droit d'en prendre connaissance avant
de procéder & la saisie. (2) Tous les objets, documents ou données informatiques placés sous main de justice sont
immédiatement inventoriés et placés sous scellés. Cependant, si leur inventaire sur place présente des difficultés,
I'officier de police judiciaire procéde comme il est dit au quatriéme alinéa de l'article 56. (3) Il est procédé a la saisie
des données informatiques nécessaires a la manifestation de la vérité en plagant sous main de justice soit le
support physique de ces données, soit une copie réalisée en présence des personnes qui assistent a la
perquisition. (4) Si une copie est réalisée dans le cadre de cette procédure, il peut étre procédé, sur ordre du juge
d'instruction, & l'effacement définitif, sur le support physique qui n'a pas été placé sous main de justice, des
données informatiques dont la détention ou l'usage est illégal ou dangereux pour la sécurité des personnes ou des
biens".

Explanatory report, 209.

Romania (Article 54 Law No. 161/2003), Slovakia (Sec. 90(1)a,b,e Criminal Procedure Act) and Germany (Sec.
100g StPO).

Serbia; Armenia; Albania, The Czech Republic (Sec. 88 Criminal Procedure Code), Sri Lanka or Mexico.

France (Article 60, para 2 Code de Procedure Penal).

See i.e. Albania (Article 221, 22 Criminal Procedure Code); Bulgaria (Article 172 Criminal Procedure Code), France
(Article 100, 100-3. 100-6, 706-95 Code de Procedure Penal), Slovakia (Sec. 90 Criminal Code Act), or Germany
(Sec. 100a, 100b StPO).

Armenia (Article 241 Criminal Procedure Code).
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193

Explanatory report, 213.
See Brenner S.W., Koops B-J. (ed.),Cybercrime and jurisdiction, cit.; Sieber U., The International Handbook on

Computer Crime, cit., p. 110.

194

See i.e. Armenia (Article 14 Criminal Code); Italy (Article 6 c.p.); Bulgaria (Articles 3, 6 Criminal Code); Germany

(Sec. 3 StGB); Lithuania (Article 4 Criminal Procedure Code); Romania (Article 3 Criminal Code).

195

Explanatory report, 233.

1% Armenia (Article 14 Criminal Code); Germany (Sec. 4 StGB).

197

Explanatory Report, 237.
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199 Podgor E.S., Cybercrime: national, transnational, or international?, (50) 2004, Wayne L. Rev. 97.
20 Explanatory report, 242.

21 Albania (Article 11 Criminal Code); Turkey (Article 18 Turkish Penal Code).

22 see for example Portugal.
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See for example Bulgaria (Articles 471-477 Criminal Procedure Code).

See i.e. Portugal; “the former Yugoslav Republic of Macedonia”.

Article 61 Romanian Law No. 161/2003: “(1) At the request of the Romanian competent authorities or of those of
other states, on the territory of Romania common investigations can be performed for the prevention and fighting
the cybercrime. (2) The common investigations referred to at paragraph (1) are carried out on the basis of bilateral
or multilateral agreements concluded with the competent authorities. (3) The representatives of the Romanian
competent authorities can participate in common investigations performed on the territory of other states by
observing their legislation”.

See i.e. Germany (Sec. 61a, 83j IRG) or Romania (Article 66 Law No. 161/2003; Article 166 Law No. 302/2004).
Explanatory report, 274.

Explanatory report, 275.
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299 Explanatory report, 281.
#9 Explanatory report, 282.
1 see i.e. Estonia; Portugal, Italy.
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See Estonia; Bulgaria (Article 172, 471(2)); Germany (Sec. 66 IRG); France (Article 695-10 Code de Procedure
Penale); Slovakia (Article 537 Criminal Procedure Act).

Explanatory Report, 294.

See i.e. Estonia; France; Germany; Portugal; Slovakia; Italy.

See i.e. Estonia; France; Germany; Romania; Portugal; Italy; Slovakia.

Explanatory Report, 297.
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See for example Croatia; Estonia; France; Germany and Slovakia.
Explanatory Report, 298.
Explanatory Report, 302.
Explanatory Report, 300.
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The threat of cybercrime, cit., p. 215.
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22 gsee Seger A., Identity theft and the Convention on Cybercrime, UN ISPAC Conference on the Evolving Challenge
of identity-related crime (Courmayer, Italy, 30/11-02/12- 2007).

23 yang D.W., Hoffstadt B.M., Essay, “Countering the Cyber-Crime Threat”, in (43) 2006 Am. Crim. L. Rev., p. 202;
Kalinich K.P., McGrath K., “Identifying the Business Impact of Network Risks and Liabilities”, in ABA Brief, Winter
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