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-

powering women and girls; it expands access to public services, creates opportuni-

provides a wealth of entertainment and open doors to employment and entrepre-

neurship.  Unfortunately, it can also lead to cyberviolence — harms such as bullying, 

harassment, loss of privacy and direct violence — especially against women and 

girls who are just crossing the digital divide. These risks need to be eliminated so 

that women and girls have equal access to and use of digital tools and can equally 

This guide was created to help you build your knowledge of cyberviolence and will 

and to be able to respond in case it happens. 



Cyberviolence is when a person (or group of persons) 

uses an online-connected device to cause someone 

-

-

Cyber harassment

tors 

Cyberbullying
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Revenge porn

pornography

Behavioural impacts

Mental impacts

Physical impacts

Social impacts 
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DOs

DO consider with whom you share 

DO make the best use of your devices’ security settings, 

DO use security measures on all your digital devices,

DO ensure your password is strong and kept secure.

DO regularly change your passwords 

DO keep your software updated

DO transmit sensitive information only when connected to secure, known networks.

DO be cautious and wary

DO make ample use of available security tools and settings.

DO reset all your account passwords
when separating from a relationship or partner,

DO regularly conduct Internet searches on your name

DO limit the information your devices share,

DO consider using a pseudonym instead of your real identity

DO avoid using your professional email address

DO always set up your social media and online profiles yourself

PREVENTING CYBERVIOLENCE
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DO

NOTs

DO NOT feel obligated to provide personal information

DO NOT give your passwords to anyone,

DO NOT use personal information in your password

DO NOT attack or insult anyone while participating in discussion groups.

DO NOT share intimate pictures

DO NOT share picture or video files of your friends and family 
without their consent; 

DO NOT share your or your friends’ personal information

PREVENTING CYBERVIOLENCE
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DO

DO clearly express dislike and ask the person to stop. 

DO prevent further communication from the perpetrator

DO save evidence. 

DO distance yourself from phones, laptops and technology

DO share your feelings. 

DO seek help from a professional counsellor

DO contact the police

DO seek help from someone you trust; 

For girls, 

For women, 

RESPONDING TO CYBERVIOLENCE
Remember: there is no reason for you to ever put up with any kind of cyberviolence
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DO

NOT

DO NOT make a cyberviolence incident worse by dwelling on

DO NOT respond by email or text when you are angry or upset. 

DO NOT seek revenge. 

DO NOT blame yourself. 

DO NOT let the situation get you down. 

For cyberviolence to stop, it needs to be identified, and reporting is key. Reporting can also help to show 
the perpetrators that their behaviour is unacceptable. If you do not report incidents, the perpetrator may 
continue and become more aggressive.

If you feel that you are in immediate danger, do not hesitate to contact the police

RESPONDING TO CYBERVIOLENCE
Remember: there is no reason for you to ever put up with any kind of cyberviolence
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UNICEF:



Instagram:

�
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Handbook for Civil Society Organizations on Building Women’s and Girls’
Knowledge and Skills to Understand, Detect, Prevent and Respond to Cyberviolence 
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