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plan

• 2 cases

• 24/7 network

• practical conclusions of the study

• final topics
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during 2005, a Norwegian citizen attacked a 
bank in Oslo

he intended to steal money

in the action, a police officer was killed

he ran away and could not be found



• some days later, police found and searched his 
home and computer

• discovered that he was the owner of an email-
account from a provider in the United Kingdom

• international co-operation was required from British 
authorities
• the email-account was put under surveillance



• llance• one day, he used his email-
account to send an email 
message 

• in the United Kingdom, police 
asked the ISP information 
about the IP address where 
the communication came from

• it was found that it came 
from Spain
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• all the 
connexions were 
made from 
cybercafés in 
Madrid

• even 
proceeding to 
the area very 
quickly, during a 
long period of 
time it was not 
possible to arrive 
at those places 
before he was 
gone



•• later, he began to use his emaillater, he began to use his email--account from a account from a 
cybercafé by the coast, in Malagacybercafé by the coast, in Malaga

•• it was a smaller town than Madridit was a smaller town than Madrid

•• there, it was possible to put all the cybercafés from there, it was possible to put all the cybercafés from 
a certain area permanently under physical a certain area permanently under physical 
surveillancesurveillance
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Estonia ratified the Convention on Cybercrime in 
2003



Estonia 
suffered a 
very 
important 
distributed 
denial of 
service 
(DDoS) 
attack in 
April and 
May of 
2007
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