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CoE - OAS/CICTE Conference on Terrorism and Cyber Security

PROVISIONAL AGENDA

San Lorenzo de El Escorial, Madrid, Spain, April 16-17, 2009

Thursday, 16 April 2009

14:00 Registration of participants

15:30 Opening Ceremony

Master of the Ceremony: Ms. Carmen Bujan, Director General of Terrorism and Strategic Affairs,
Ministry of Foreign Affairs, Spain

The Right Honourable Terry Davis, Secretary General of the Council of Europe

Mr. Antonio Camacho, Secretary of State for Security (tbc)

Mr. Juan Miguel Alcantara Soria, Esq., Deputy Attorney General for Judicial and
International Affairs, Government of Mexico, and Chair of OAS/CICTE

Mr. Mike Smith, Executive Director, United Nations Counter Terrorism Committee
Executive Directorate
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16:00 Keynote Address:
» Mr. Roger Halbheer, Chief Security Advisor, Microsoft Europe, Middle East and Africa

Discussion

16:30 Coffee break
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SECTION | — THE USE OF THE INTERNET FOR TERRORIST PURPOSES

17:00 Panel 1 —The Internet as a tool to support terrorism

Moderator: Mr. Zdzislaw Galicki, Director, Institute of International Law of the University of
Warsaw. Member of the International Law Commission (ILC)

o ‘“Apologie du terrorisme” and “incitement to terrorism”
Mr. Peter Neumann, Director, International Centre for the Study of Radicalisation and Political
Violence (ICSR), King's College London

e Recruitment, training and planning of operations
Ms. Maria de la Luz Gonzalez Martin, Inspector, Policia Nacional, Ministerio del Interior, Spain

¢ Fundraising and financing of terrorist activities
Mr. Michael Jacobson, Senior Fellow, The Washington Institute for Near East Policy's Stein
Program on Counterterrorism and Intelligence

Discussion

19:00 End of the panel and adjournment of Day 1

Friday, 17 April 2009

10:30 Panel 2 — Countering the use of the Internet by terrorists

Moderator: ~ Ms Myriam Quemener, Judge, Versailles Appeal Court, France
¢ Monitoring and tracking terrorist use of the Internet
Mr. Keith Verralls, Detective Inspector, Scotland Yard, United Kingdom

¢ Investigation, prosecution and international co-operation
Mr. Javier Gomez Bermudez, Magistrate, President of the Criminal Chamber, Audiencia Nacional,
Spain

¢ The role of the civil society, and cooperation with government
Mr. Yusuf Fernandez, Director of Webislam.com, Spain

Discussion

12:30 Lunch break



SECTION Il — THE INTERNET AND CRITICAL INFRASTRUCTURE AS TARGETS FOR
CYBER ATTACKS BY TERRORISTS

14:30 Panel 3 —The potential for cyber attacks by terrorists

Moderator: Mr. Raphael Perl, Head, OSCE Action against Terrorism Unit

e Targets and attack vectors; threats to critical infrastructure and critical information
infrastructure
Mr. Alfonso Estévez Ochoa, Inspector, General Bureau of Information, Direccion General de la
Policia y la Guardia Civil, Spain

Mr. Andrea Cavina, Nuclear Information Security Officer, Office of Nuclear Security, International
Atomic Energy Agency (IAEA)

e Assessing risk, vulnerability and the potential impact of cyber attack by terrorists
Mr. Mirco Rohr, Kaspersky Labs GmbH

o Specificity of the threat and existing technical and terrorist capabilities
Mr. Irving Lachow, Senior Research Professor, Information Resources Management College,
National Defense University, United States of America

Discussion

16:30 Coffee break

16:45 Panel 4 —Protecting critical infrastructure and developing the capability to defend
against and respond to cyber attacks by terrorists

Moderator:  Mr. Eduardo James Carozo Blumsztein, Manager, Information Security, National
Telecommunication Enterprise (ANTEL), Uruguay

¢ Incident response and mitigation - the role and responsibilities of a national CSIRT
Mr. Douwe Leguit, Manager New Services, Government Computer Emergency Response Team of
The Netherlands

o Ensuring resilience - the role of the private sector and the need for a public-private sector
partnership
Mr. Renato de Toledo Guimaraes Vaz, Superintendent for Corporate Security, Banco Santander -
Brazil

o Development of a national cyber security strategy
Mr. Jorge Uya, Director, TB Security

Mr. Luis Fernando Hernandez Garcia, Commander, Direccién General de la Policia y la Guardia
Civil, Spain

Discussion

18:45 Conclusions, Summary of Recommendations presented by Mr. Manuel R. Torres, Professor of
Political Science, Pablo de Olavide University, Seville, Spain

19:00 Closing Ceremony. Master of the Ceremony: Spanish Protocol



