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Meeting to review developments in the field of e-voting since the adoption of Rec(2004) 11 of the Committee of Ministers to member states on legal, operational and technical standards for e-voting – Strasbourg, 23-24 November 2006

German Statement

Germany has been using stand-alone e-voting machines in parliamentary and European elections already since 1999. During the federal elections in 2005, some 1,800 devices were used in 2% of all polling stations. 

The German approach to online voting has two stages. In the first stage, we will develop, test and evaluate applications in the framework of non-political but legally regulated elections such as social insurance elections, elections to the works council and elections in supervisory boards of stock companies. 

One project is to carry out online social insurance elections in the future:

For many people, voting on the Internet from their own computer at home might be an interesting alternative to voting by post. In the medium-term, this could also increase voter turnout in this area. Another aim is to reduce election costs in the long run.

However, security requirements need to be fulfilled before online voting may be authorized. This in particular includes the principle of secret suffrage, effective protection against manipulations and that election results are verifiable.

The research project “Voting in Electronic Networks” (W.I.E.N.) addressed the issue of “electronic elections in networked polling stations”. The results demonstrated that, alongside unresolved questions, online voting in networked polling stations is – unlike remote voting –neither appealing to voters nor to businesses from an economic point of view.

Currently there is however no reliable information about the feasibility of remote voting as regards compliance with electoral principles. Therefore, the Federal Ministry of Economics and Technology intends to continue in a research project on remote online voting. The project will also have to deal with still unresolved questions.

In the second stage, experience gained in the field of non-political elections will serve as a basis for the decision whether online voting should be offered as an additional option for political elections. However, successful testing in the non-political election does not necessarily mean that e-voting will inevitably be introduced also for parliamentary elections. IT security requirements are much higher for political elections than for non-political elections. In a democracy the results of parliamentary elections, for example, affect the decision-making of the entire state. 

We think e-voting is quite unlikely to be introduced for political elections in the near future. Despite the initial euphoria, it is becoming apparent that it will be very difficult to abide by the constitutional principles of electoral law, in particular to permanently ensure secret suffrage. Moreover, experience gained so far indicates that introducing e-voting will not necessarily increase voter turnout in political elections as we had hoped. It is above all the task of the parties and candidates to motivate voters to go to the polls. This is supported by all known studies on reasons for abstention from elections. The question of whether the introduction of e-voting will reduce costs of parliamentary and European elections in the near future depends on the technical parameters of online voting systems and remains open. 

In addition, there are strong reservations among the public and in public discussions in Germany – but maybe not exclusively here – against any kind of electronic support in elections. After the last federal elections, two very detailed appeals were lodged against the use of e-voting machines in the elections. A public petition filed with the German parliament aims at abolishing electronic voting machines. This petition has been signed by 40,000 persons so far. In addition, there are numerous highly critical press reports about e-voting machines.

The critics object that with electronic voting machines the counting of votes would no longer be public. However, according to them this is a very important protection mechanism against electoral fraud. Given historical experience, critics point out that manipulations in local elections in the GDR in 1989 were uncovered by recounting the ballot papers, which accelerated the development towards freedom.  If electronic voting machines had been used, this would not have been possible since not everybody can understand and verify how the votes are stored in the machines. It  has to be noted that almost all critical initiatives are launched by IT experts, i.e. by persons who generally have a very positive attitude towards information technology. 

It is our top priority that citizens trust in the correct conduct of political elections. Elections are the most important participatory right of a citizen in a democracy. If voters lost their trust in the correctness of elections, democracy itself would be damaged. 

Elections using electronic systems, i.e. voting machines or online voting, highly depend on the citizens’ trust because they cannot understand what happens within the machine or system when they cast their votes and when votes are counted. In order to promote e-voting  it will be crucial to build or restore this trust. Given the objections against stand-alone electronic voting machines, which have so far been used without any problems, we deem it rather unlikely that political elections will be conducted via the Internet any time soon. 

