Voordracht conferentie RvE (Zagreb, 27/28 oktober) – Verdrag van Lanzarote
Thank you chair.

Dear participants,

First I would like to thank our host, the Croatian government, and the Council of Europe, for organising this important regional conference to promote the Council of Europe Convention on the Protection of Children against Sexual Exploitation and Sexual Abuse. It is an honour for me to contribute to the promotion of the Convention.
I have been asked to give a presentation about the preventive measures to combat the sexual exploitation and sexual abuse of children as described in the Convention. More specifically, the Articles 4 till 9 of the Convention. Since the measures contained in these Articles are extensive, I will focus on certain elements: especially those for which specific policies and strategies have been developed in the Netherlands which could be seen as “best practices”.   

But first – by way of introduction – I would like to tell you briefly about my own experience with the Convention. 
I had the honour to participate in the negotiations of the Convention as a representative for the Netherlands. And after its creation I worked on the implementation of the Convention into Dutch legislation. 
In the Netherlands the Convention is more commonly known after the place where the Convention was opened for signature: the Lanzarote Convention. 
I remember that not long after the Convention opened for signature, the Dutch Internet Hotline against Child pornography organised a conference about the worrying phenomenon of “grooming”, which is addressed in the Convention. During this conference it was striking to see how many people (private citizens, companies, legal practitioners, youth care and assistance agencies, politicians etc.) knew all about the Lanzarote Convention and welcomed its expeditious implementation in the Netherlands. This clearly shows that the importance and added value of the Convention is recognised. 
And this is – also after the Netherlands became a party to the Convention in 2010 – still the case. The Convention is still in the centre of attention. To give you two recent examples: 
1) in a study on child pornography in the Netherlands – which was presented last week by the Dutch National Rapporteur on Trafficking in Human beings – one of the main conclusions was that in the fight against childpornography more attention should be given to the integrated approach as follows from the Lanzarote Convention. 

2) in the same week parliamentarians asked questions about the action taken against an association for paedophiles operating in the Netherlands, referring to the Lanzarote Convention. 
Being a criminal law expert, working within the legislation department of the Ministry of Security and Justice, initially my interest primarily concerned the substantive criminal law provisions of the Convention. Especially, since it included several entirely new offences. Also new to our national legislation.
However, from the outset of the negotiations it was clear that for an effective protection of children against sexual exploitation and sexual abuse an integrated approach was necessary. The Convention therefore has a multidisciplinary nature and covers a large number of subjects that concern the protection of children against these crimes. An important emphasis is obviously on prevention. Prevention is always better than cure. But prevention alone is not enough. Therefore, another important part of the Convention concerns criminal law protection of children. Criminal law protection is an essential but final element. 

The various measures in the Convention should be seen as interlinked. This certainly applies to the substantive criminal law provisions and the preventive measures. They go hand in hand and are mutually reinforcing. Criminal law provides the framework in which preventive measures can be developed. And off course, criminal law itself has an important preventive effect. An adequate legal framework will act as a deterrent for potential offenders. This applies specifically to the online environment, where new forms of sexual abuse have developed in the past years. The existence of adequate legislation is an important step to develop law enforcement capabilities and preventive policies in order to reduce and prosecute offences. Preventive measures can only be effective if the legal framework is in existence. But the reverse is also true: preventive measures can assist law enforcement with the detection and prosecution of offences.
I will now point out some examples of the connection between the criminal law provisions and the preventive measures in the Convention. This approach allows me to also mention the important added value of the substantive law part of the Convention. You will understand that – being a criminal law expert –  I cannot resist to also draw your attention to the criminal law provisions…  
Through these examples it will become clear that it is of utmost importance that private citizens, companies and the government work together to protect children. Collaboration between the public and the private sector is needed. That important message is laid down in Article 9 of the Convention, which is also part of the chapter on preventive measures. I will refer to some examples of the experience in the Netherlands in this respect.  

Important added value of the Convention – both from a criminal law and preventive perspective – lies in the fact that it takes into account the consequences of the continued digitization of society and the development of technology. In addition to many positive effects, the digitization of society also has some undesirable, negative effects. The Convention expressly intends to offer protection against the negative effects for children, such as the new manifestations of abuse that occur in the digital world. The Internet enables perpetrators to commit acts of abuse in relative anonymity. 
This concerns first of all the distribution and possession of child pornography. The arrival of the Internet has made it easier to obtain and distribute child pornography, and worse: to produce it through new forms of online abuse of children. This has led to growth in the production and distribution of child pornography and the possession of child pornography on a larger scale. Nowadays, we see cases in which the perpetrator possesses thousands or even ten’s of thousands child abuse images. Persons who engage in child pornography professionally and commercially, prove to be very resourceful as regards encryption and new technical methods to hide their actions as much as possible.

In addition, modern means of communication are used to approach and seduce children. Children are being approached in chat-rooms against their will and seduced to sexual abuse. The nature and scope of this phenomenon are a cause for great concern. In the Netherlands, it is estimated that 10 to 20 % of children that use chat-rooms are being approached in an undesirable manner. The number of “grooming” reports submitted to the Dutch Internet Hotline against Child Pornography increased substantially over the last years. 

The legislator is faced with the challenge of keeping up with these technological developments as much as possible and to adjust legislation where necessary. So does the Convention, as it introduces a number of new offences that deal with these new developments. 

I would like to mention the important addition of “knowingly obtaining access to childpornography” to the offences concerning childpornography in Article 20 of the Convention. I will not go further into that. 

Another one of them is the criminalisation of “grooming” in Article 23 of the Convention.
This offence concerns approaching and seducing a child on websites (especially social network and profile sites), in chat-rooms, news groups or MSN groups with the ultimate aim to sexually abuse the child. “Grooming” is usually a longer process, where the offender gradually wins the child’s confidence by frequent chat and email contact, seduces the child to share intimacies and in doing so makes the child susceptible in the digital world to sexual abuse in the physical world. 
A multifaceted approach is needed to combat this phenomenon. Although in the Netherlands acts related to “grooming” could in most cases be prosecuted on the basis of more general criminal offences, it was decided to introduce a specific offence concerning “grooming” in the Criminal Code. Effective deployment of criminal law benefits from a clear description of punishable behaviour. This especially applies to the criminal law response to the development of a new phenomenon like “grooming”. 
The introduction of a specific offence has an important preventive effect. It sends out the clear message: seducing a child to sexual abuse through the use of the Internet is a criminal offence. A strong signal that the legislator does not let the rise of this crime unanswered, is important. In the Netherlands, there was a lot of attention for this legislation when it was submitted to parliament.  
In addressing the phenomenon from a preventive point of view – and therewith supporting the enforcement of the criminalisation – various measures can be considered. 
First and foremost protection of children against “grooming” must be effected by providing information about safe Internet use. Public information campaigns make a considerable contribution. In 2006 in the Netherlands the campaign Digibewust (which could be translated as Digi-aware) was launched. A collaboration between the government and the private sector which, among other activities, provides information about the responsible use of modern communication methods (the Internet, email, phones). The campaign aims at raising awareness of the potential risks and possible dangers when using new media and what measures can be taken for protection. Target groups are both children and parents. Parents off course primarily have the responsibility to offer protection to their children. However, parents are often not aware of the fact that their child can be in danger sitting behind a computer at home. Much can be won by raising awareness among them.
Further, a special website (www.helpwanted.nl) hosted by the Dutch Child Pornography Hotline provides children with information on how to deal with new forms of abuse on the Internet. The website provides for a possibility to chat directly with persons trained to recognise signals of “grooming” or other forms of abuse on the Internet and to give advise to children on how to further deal with these matters. A related initiative concerns the development of an application – a so called online report button – for computers and Internet browsers which makes it easy for children to directly report harmful behaviour or possible abuses taking place on the Internet. Various private partners and organisations are involved in this project. 

These measures have clearly facilitated the prosecution of “grooming”. Since the introduction of a specific offence in the Criminal Code in 2010 several convictions have followed. 
I would now like to point out another example of where criminal law provisions and preventive measures go hand in hand: the fight against child sex tourism.
Important added value lies in Article 25 of the Convention on jurisdiction. The Convention – although it allows for some reservations – sends out a strong message that rules on jurisdiction should be amended to ensure that perpetrators face prosecution even if they travel abroad to commit their crimes. A major step forward in the Convention is the elimination of the rule of dual criminality. This enables to prosecute cases even where the acts are not criminalised in the state in which the offence was committed. 
Amending the law in this respect is in itself an important measure to combat the phenomenon of child sex tourism. But off course this legislative change alone is not enough. Especially since this form of crime is difficult to prosecute, because of evidence related difficulties. 
Again, an integrated approach is needed, where an adequate legal framework enhances the possibilities to establish and strengthen preventive policies. Without an adequate legal framework policy measures would not nearly be as effective. At the same time, policy measures facilitate the prosecution of these offences. 
And again, the government can’t do it alone. A strong collaboration between the public and the private sector is necessary.

Last year, in the Netherlands a broad awareness raising campaign regarding the phenomenon of child sex tourism was launched. This campaign involved a collaboration between the Ministry of Security and Justice, the police, ECPAT, travel agencies and the sector organisation of the travel industry. The collaboration with the travel industry has been formalised in a letter of intent to emphasize their commitment. 
During this campaign the general public and staff working in the travel industry were made aware of child sex tourism and were encouraged to report suspicions of possible abuses. Travellers to so called source countries for child sex tourism were specifically targeted with information. Further, a special website was launched by the Dutch Child Pornography Hotline which provides information and allows for the possibility to anonymously report. These measures together have resulted in a significant increase of the number of reports. Several of these reports have led to the initiation of criminal investigations for sexual abuse of children committed abroad by Dutch nationals. However, gathering the necessary evidence remains problematic.
Another relevant measure in this respect are the specific actions by the police at the major airport to target persons that carry child pornography in their luggage when travelling back from abroad. These actions aim at passengers travelling from so called source countries for child sex tourism. The control of passengers is based on profile characteristics. If the person concerned himself is seen on the child pornographic materials a prosecution regarding the abuse itself could follow.
This policy has been given an international follow up. In March of this year an international action at several airports was Led by Europol. The Netherlands, the United Kingdom, Germany and Sweden participated.    
Last but not least, it is worth mentioning that also measures “at the source” are taken, through diplomacy, regulatory advice and input of expertise in several source countries for child sex tourism. In this respect the police and judicial cooperation with source countries are also being intensified.

Finally, I would like to highlight the importance of Article 5, paragraph 3, of the Convention. The objective of this provision is to prevent offenders from exercising professional activities involving direct and regular contacts with children. State Parties should provide for a mechanism to ensure that convicted sex offenders will not again work with children. It is of utmost importance that in the procedures to accede those professions a control is done on the existence of convictions for sexual offences against children. Also here, an adequate legal framework is essential for this preventive measure to be effective. 
The legislation in the Netherlands provides a mechanism that uses certificates of good conduct. If you apply for a job involving children, in most cases, a certificate of good conduct is required by law. The Minister of Security and Justice decides whether to issue the certificate or not. The certificate will be issued if investigations have shown that the applicant does not have a criminal record that is relevant to the job for which the certificate has been requested. A conviction related to sexual abuse will lead to the refusal of a certificate for a job concerning children.   
The necessity for the information on criminal records to be complete, was demonstrated in the Netherlands, where last year we were confronted with a terrible case of child abuse. 
A man working at a day care centre confessed to more than 80 cases of severe abuse with very young children, most of them still baby’s. The man had the Latvian nationality and had previously worked and lived in Germany where he was convicted for possession of child pornography. He then moved to the Netherlands where he acquired the Dutch nationality. For his work at the day care centre he acquired the mandatory certificate of good conduct, because the Dutch criminal records gave no relevant 'hits'. 
This tragedy has now occurred in the Netherlands, but could as well occur elsewhere in Europe. It underlines the importance of a good exchange of judicial information between countries. 
The Council of Europe Convention on Mutual Assistance in Criminal Matters of 1959, provides for a basis for the exchange of information on criminal convictions of nationals in another State. State Parties must annually inform each other. However, it seems that there are still shortcomings concerning the exchange of this information outside the scope of criminal procedures. 
The case in the Netherlands shows that the consequences of a gap in legislation are unacceptable. In order to prevent this to happen in the future a provision has been included in the new EU-Directive on combating the sexual abuse of children, sexual exploitation of children and child pornography, which ensures that requests for information from criminal records concerning sexual offences against children for purposes other than that of criminal proceedings – recruitment procedures for professional or organised voluntary activities involving direct and regular contacts with children – are granted.
In anticipation of the implementation of this new legislation it is important that states now participate in the exchange of information from criminal records when the request concerns a national that wants to accede a profession in the requesting state that involves children. After the incident I just mentioned, the Netherlands has started to send out information requests to other states.
With my presentation I have tried to emphasize the need for an integrated approach in which the legal framework and preventive measures are mutually reinforcing. The participation of the private sector is needed and should be developed. The Lanzarote Convention provides both the framework and structure for this approach.
By way of conclusion I would like to emphasise that it is very important that all member states sign the Convention and implement it quickly and across the board. This will result in a capability to enhance international cooperation and to combat these crimes in the region covered by the Council of Europe and beyond.
I hope this conference will lead to the exchange between member states of experiences with the implementation of the Convention, which will lead to an effective implementation. Especially I hope this conference will lead to the exchange of best practices, which will lead to more effectively preventing and combating sexual exploitation and sexual abuse of children.

Thank you very much.       
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