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The ProgramThe Program

•• SomeSome observationsobservations onon the the ImplementationImplementation of of 
the the ConventionConvention 185 (189)185 (189)

–– SubstantiveSubstantive lawlaw

–– ProceduralProcedural lawlaw

–– International International coco--operationoperation

•• Trends in the field of CybercrimeTrends in the field of Cybercrime

–– CrimeCrime

–– TechnologyTechnology

•• ConcludingConcluding ObservationsObservations
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ImplementationImplementation of the Cybercrime of the Cybercrime 

ConventionConvention

•• SomeSome observationsobservations onon the basis of the profiles: the basis of the profiles: 

SubstantiveSubstantive lawlaw provisionsprovisions

–– MethodMethod of of ImplementationImplementation

–– ReservationsReservations

–– UseUse of of declarationsdeclarations

–– NeedNeed forfor newnew criminalisationscriminalisations??
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MethodMethod of of ImplementationImplementation

•• LegislativeLegislative ApproachesApproaches aroundaround the Cybercrime the Cybercrime 

ConventionConvention

–– OngoingOngoing adaptationadaptation of of domesticdomestic lawlaw

•• ImplementationImplementation of of CoECoE notnot simplesimple, time , time consumingconsuming, , tendencytendency toto

maintainmaintain as close as as close as possiblepossible toto nationalnational solutionssolutions, , poorpoor

implementationimplementation of “of “newnew provisionsprovisions

–– In the past Cybercrime In the past Cybercrime notnot experiencedexperienced as a big as a big problemproblem

•• Room Room forfor radicalradical adaptationsadaptations

–– In In betweenbetween categorycategory

•• SolutionsSolutions dependingdepending fromfrom the subjectthe subject

•• Model Model lawlaw approachapproach vsvs transformationtransformation
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ReservationsReservations (over 21 (over 21 PartiesParties))

•• ConcerningConcerning:: In In TotalTotal: No : No ReservationReservation PossibilityPossibility
–– Art. 4, para 2 (Art. 4, para 2 (iiiiii)) unusedunused

–– Art. 6, para 1ai (Art. 6, para 1ai (iiiiii))

–– Art. 6, para 1aiiArt. 6, para 1aii

–– Art. 6, para 1bArt. 6, para 1b

–– Art. 9, para 1d , 1e  Art. 9, para 1d , 1e  

–– Art. 9, para 1e  Art. 9, para 1e  

–– Art. 9, para 2b (v) Art. 9, para 2b (v) 

–– Art. 9, para 2c  Art. 9, para 2c  

–– Art. 10, para 1 and 2Art. 10, para 1 and 2

–– Art. 11, para 3Art. 11, para 3

–– Art. 14, para 3 (Art. 14, para 3 (iiiiii))

–– Art. 22, para 1b, 1c, dArt. 22, para 1b, 1c, d

–– Art. 22, para 2 (Art. 22, para 2 (iiii) ) 

–– Art. 29, para 4 (Art. 29, para 4 (iviv))

–– Art. 41, para 1Art. 41, para 1
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DeclarationsDeclarations

SubstantiveSubstantive lawlaw

–– Art. 2 (Art. 2 (securitysecurity measuresmeasures))

–– Art. 2 (Art. 2 (obtainingobtaining data)data)

–– Art. 2 (Art. 2 (bothboth elementselements, and , and dishonestdishonest intentintent))
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ImplementationImplementation, , cont’dcont’d

•• SomeSome observationsobservations onon proceduralprocedural lawlaw

–– MethodMethod of of ImplementationImplementation

–– ReservationsReservations

–– UseUse of of declarationsdeclarations
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ImplementationImplementation of of proceduralprocedural issuesissues

•• ImplementationImplementation methodmethod::

–– TendencyTendency toto includeinclude in present in present powerspowers

–– PreliminaryPreliminary measuresmeasures complex complex toto implementimplement

–– SearchSearch and and seizureseizure

–– Art. 18Art. 18

–– Art. 20/21Art. 20/21
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ImplementationImplementation, , cont’dcont’d

•• ReservationsReservations: none: none

•• DeclarationsDeclarations: : onlyonly concerningconcerning Central Central 

authoritiesauthorities, 24/7 contact , 24/7 contact pointspoints, , territorialterritorial

applicationapplication, and , and extraditionextradition
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ImplementationImplementation, , cont’dcont’d

OtherOther questionsquestions, , onon mutualmutual assistanceassistance and and 
proceduralprocedural lawlaw issuesissues

–– ExperiencesExperiences: : expeditedexpedited? Adequate?? Adequate?

–– DualDual criminalitycriminality requirementrequirement

–– CoCo--operationoperation withwith nonnon--PartiesParties

CoCo--operationoperation withwith NGO’sNGO’s and private sectorand private sector

??????
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Trends in CrimeTrends in Crime

•• Cyber crimeCyber crime
–– FromFrom single cyber crimes to complex single cyber crimes to complex criminalcriminal schemesschemes

–– FromFrom internet internet vandalismvandalism to to organisedorganised crimecrime

•• E.g. E.g. PhishingPhishing, , VishingVishing, , SmishingSmishing, , ScarvingScarving

–– PurposePurpose: : fraudfraud, , thefttheft

–– Modus: Modus: spammingspamming, , pharmingpharming, , identityidentity thefttheft

–– FurtherFurther criminalisationscriminalisations??

•• E.g. E.g. GroomingGrooming and and onon--lineline childchild abuseabuse

–– PurposePurpose: direct : direct oror indirect indirect illegalillegal sexualsexual contact contact oror exposureexposure

–– Modus: Chat, eModus: Chat, e--mail, mail, recordingrecording imagesimages

–– FurtherFurther criminalisationscriminalisations??

•• E.g. SpamE.g. Spam

–– PurposePurpose: : circumventcircumvent privacy privacy regulationregulation

–– Modus: Modus: BotnetsBotnets

–– FurtherFurther criminalisationscriminalisations??
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Trends in Trends in technologytechnology

•• MultifunctionalityMultifunctionality and and mobilitymobility of of devicesdevices

–– lap top, palm top, mobile lap top, palm top, mobile phonephone

–– Direct Direct interconnectioninterconnection ((peerpeer--toto--peerpeer, blue , blue toothtooth))

��BroadeningBroadening the scope of Cyber Crimethe scope of Cyber Crime

•• IntegrationIntegration of of telecommunicationtelecommunication and internetand internet

–– Mobile internet, Mobile internet, VoIPVoIP

–– Multiple Multiple choicechoice of providersof providers

��IncreasingIncreasing the the problemproblem to to identifyidentify suspect’ssuspect’s
communicationscommunications and and availabilityavailability of of traffictraffic datadata
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The The problemproblem of of substantivesubstantive lawlaw

•• ExtentExtent the scope of the the scope of the ConventionConvention beyondbeyond the the 

““basicbasic” cyber crimes as ” cyber crimes as presentlypresently defineddefined??

–– DiminishDiminish numbernumber of of ReservationsReservations and and DeclarationsDeclarations

•• Art. 6, art. 9, art. 10Art. 6, art. 9, art. 10

–– ConsiderConsider SupplementationSupplementation

•• Spam, Spam, identityidentity thefttheft, , espionageespionage

•• RoleRole and and reponsibilityreponsibility ISP’sISP’s
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The The problemproblem of of proceduralprocedural lawlaw

•• New New powerspowers??

–– BlockingBlocking internet internet traffictraffic and and removingremoving websiteswebsites

–– MandatoryMandatory retentionretention of of traffictraffic datadata

•• DefinitionDefinition of of traffictraffic data adequate?data adequate?

–– ConditionsConditions and and safeguardssafeguards

–– Is cryptography really a problem?Is cryptography really a problem?
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International International jurisdictionjurisdiction

•• SomeSome problemsproblems are are stillstill onon the the tabletable, and , and shouldshould

bebe solvedsolved

•• Art. 32 and international public Art. 32 and international public lawlaw

–– Data Data availableavailable “at random”: “at random”: yetyet onlyonly throughthrough mutualmutual

assistanceassistance??

–– DifficultiesDifficulties in in establishingestablishing the the jurisdictionjurisdiction of the of the 

server server concernedconcerned: : lawfulnesslawfulness of the of the searchsearch
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ConcludingConcluding observationsobservations

•• ImplementationImplementation substantivesubstantive part, part, soso fafa

–– All All reservationsreservations usedused at least at least oneone timetime

–– Moderate Moderate useuse of of declarationsdeclarations

–– Art. 9 Art. 9 lessless harmonisedharmonised resultresult, art. 6 , art. 6 secondsecond bestbest

–– Art. 22 Art. 22 somesome restrictiverestrictive approachesapproaches

��CommonCommon evaluationevaluation of of implementationimplementation neeededneeeded
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ConcludingConcluding observationsobservations IIII

•• ProceduralProcedural part and international part and international coco--operationoperation

–– Art 16 and 17 Art 16 and 17 unusualunusual

–– Moderate Moderate useuse of of reservationsreservations

–– SupplementationSupplementation of of powerspowers desirabledesirable

–– LittleLittle practical practical experienceexperience, , exceptexcept forfor 24/724/7

��CommonCommon evaluationevaluation of of implementationimplementation neededneeded
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FinalFinal ObservationObservation

What can we learn from:What can we learn from:

Odysseus and ArgosOdysseus and Argos


