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iRl the Indian Ocean

approx. 20 Million

ICT & BP@Is a major growth Sector

(approx USD 200 million from software
exports)

Legal enablers (i.e Intellectual Property
Act, Electronic Transactions Act in place)
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UFer Crimes

70 mieastire magnitude .. Losses
orbe in Millions

imReporiing - Business / Govt concerns

regardifigiintegrity and confidentiality of
Investigaiion process

* Growing economic threats (connected with
terrorism)
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Crimes Legislation -

0SS

- Par‘liam n.tg?'y Review (2005-07)
- Legislation Enacted on 8™ May 2007

« Salient Eeatures

Introduces'several new features ranging
from Unauthorised use, Introduction of
Viruses and hacking offences
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oniplter Crimes

latied crimes ~ Computers used as a
ninallactivity such as theft, fraud etc

related Cyber Crime - Computers with
internefised to distribute illegal data. Eg;-
Lniernelibased pornography, Criminal copymgh’r
infiringement
* Hacking - affiects integrity, availability and
confidentiality of a computer system or network
(also includes Viruses, worms etc)
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sjaf Unauthorised access to a

(@) compliier; or

- (b) any information held'in any
Computer

- (Section 3 and 4)
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olld bean intention to secure any

Iesor datalield in any Computer

« Tihe access intended to be secured, should be
unauthorised

* it isinot necessary to have access directed at
any particular programme, date or computer.
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res of the Sri Lankan Act
atiegory)

Whe infentionally or
fiulfauthority carries out a

which has the effect of
modification or damage or potential
damage 10 any computer or computer
system or computer programme shall
be guilty of an offence.
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e operation of any computer, or the
ifyoif any' data or information held in any

« destroying, deleting or corrupting or adding,
moving or'altering any information held in any
compuier
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aitiires Sri Lankan Act
atiegory)

[ilcariontor damage or potential damage
fiedy. illisirations

off a computer service involving
ofiplier time and data processing for

Thersiiorage or refirieval of data

* inifiroduces a computier program which will
have the effect of malfunctioning of a
computer or falsifies the data or any
information held in any computer or
computer system
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soragermedium without authority
* - Section'7/

- Illegal intierception of Data - Section 8
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e

« Penal Code (Amendment) Act No. 16 of 2006

Introduces an offence - Requiring all persons
providing Computer service to ensure that the
service is not used for offences related to
sexual abuse of children
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Fes for Investigation and prosecution -
offf Communications

ligavionsion Telecom providers and ISP s providers
(monitior  Attitributes of Communications)

Provisioni to designate experts to assist
Inyvestigatiors

Broad Jurisdictional powers on High Court
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iallehges
—

cemenitieasures

=Institutional & Skills Development

orensic Lab the Police (CID) -Facilitation by
Governmenis

Evidenceqbrovisions - Uncertain

Cross - border nature of cyber crimes - Requires
foreign bilateral co-operation between enforcement
officials
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