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Threat Specialisation
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CyberCrime Manufacturing Output 9 symantec.

* Increased manufacturing production indicates Profitable market/Continued
market growth

+ Output only possible through increased capital investment and automation
- Greater capability to address SMB market

550,000 —
499,811

500,000 |— __

450,000 |—

400,000 |—

350,000 |—

300,000 |—

250,000 |—
212,101 |

200,000 —

Number of new threats

150,000 —

100,000 — 74,482 \

AH.000 42523 48226 53410 50, 751
6,260 9.138 8475 ?0,451 . . ‘
oL e s ] -

Jul-Dec Jan-Jun Jul-Dec Jan-Jun Jul-Dec Jan-Jun Jul-Dec Jan-Jun Jul-Dec Jan-Jun Jul-Dec
2002 2003 2003 2004 2004 2005 2005 2006 2006 2007 2007

Period



Underground Economy 9 symantec.

- In order to take advantage of economic efficiencies and entice buyers,
sellers will offer reduced prices on larger volumes of goods for sale.

Current Previous
Percentage | Percentage | Range of Prices

Current | Previous

Rank Rank Goods and Services
1 2 Bank accounts 22% 21% $10-$1000
2 1 Credit cards 13% 22% $0.40-%20
<3 7  Fullidentities 9% 6% $1-$15 I
4 N/A eBay accounts 7% N/A $1-%$8
5 8 Scams 7% 6% $2.50/week-$50/week for hosting,
$25 for design
6 4 Mailers 6% 8% $1-%10
7 5 Email addresses 5% 6% $0.83/MB-$10/MB
8 3 Email passwords 5% 8% $4-%$30
9 N/A Drop (request or offer) 5% N/A 10%-50% of total drop amount
10 6 Proxies 5% 6% $1.50-%$30
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Today’s Cyber-crime Business Model

Criminal Mobility

using Internet Malware Production

Manufacturing

Central
Management

Money Laundering ._ & Marketing

[ Criminal Actions :

Botnet Deployment

Investment Logistics




Data is not only stolen but lost... 9 symantec.

« Theft and loss still remain the top cause of data leakage for overall
data breaches and identities exposed

Insecure policy 21%

Insider 21%
Hacking 13% IEEln
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Theft/loss 57% Theft/loss 61%

Data breaches Identities exposed



It is more technology.. 9 symantec.

 Policy Makers

— Security needs more than just technology

— Intelligence is needed — a central source of Threat reporting is needed
— Standardised approach to incident reporting

— Data Breach Notification — mandatory notification of data loss will
increase:

* Awareness of security amongst data holders
» Confidence in consumers

— Consumer awareness - continued information required
— Public/private sector co-operation

* |ISP’s

— Security offerings will increasingly become a differentiator and a
revenue opportunity



Some future trends. 9 symantec.

+ Whitelisting will become necessary

- Attacks will rise against removable media

» The decline of IRC controlled bot networks — move P2P
network

Internet Security Threat Report - 7t April 2008

Ponemon Institute - Report on the Cost of a Data Breach — Feb
2008
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Thank you

Richard_archdeacon@symantec.com



