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Modern forms of violation of the right to respect for private life: 

Which role for NHRIs?

Untargeted intrusions

by Nicole QUESTIAUX

For almost two years the National Consultative Commission of Human Rights (CNCDH) has been working on the new information technologies and their consequences for human rights.  With its different components, the CNCDH reflects an established liberal tradition in a country with a highly sophisticated system of safeguards; yet it is searching for a working method.  It is not easy to do useful work in an environment in which technology has such a disruptive impact on the exercise of the most basic rights.

Some initial lessons can be drawn from this experiment, currently in progress.

The first is the spiralling incidence of non-targeted intrusions into the sphere of private life by public and private entities of all kinds.  The scope of private life is shrinking because of the new technologies, as a few examples will show.

Secondly, this trend is seriously disorganising and destabilising the defence of rights.

This confers a special responsibility on national institutions such as the CNCDH for seeking to strike a balance that will meet the concerns of the young generation.

1.
The narrowing scope of private life: a few examples

Of course there is no need to be intimidated in advance.  Technology is designed to serve the public, as is specified in Section 1 of our Personal Data Protection Act of 6 January 1978.  What was said at the time about information technology also applies to subsequent developments: the technologies concerned must not interfere with either human identity, human rights, private life or individual or public freedoms.

Given the age I am now, I was able to take part in the drafting work at the time, so I can testify that in using this solemn wording we did not have any specific interference in mind.  By way of introduction to my remarks, I shall therefore try to convey the surprise I feel every day at the intrusions into private life that our young contemporaries seem prepared to accept.  

We are talking about non-targeted intrusions, so we are referring to the situation of the citizen who gets up in the morning without being accountable to anyone and goes about his or her business.  The scope of that citizen’s private life has shrunk considerably.  This is apparent in many ways, and I shall give three examples among those that reach the CNCDH.

Firstly, the fascinating description of the ways in which citizens are tracked without realising it.

[…]
Secondly, the recent history of videosurveillance.

[…]

This relationship to cameras is the physical face of intrusion.  Visible, to be sure, but misleading, because it is untrue to assert that we know how much the sphere of our private life has dwindled.  That is the third topic which the CNCDH has recently been addressing, in connection with the introduction of biometric data into documents in daily use such as passports, and with the current debate over the identity card system.

[…]
2.
Technological change is destabilising the defence of rights

On the basis of these and other examples described in the many studies and reports published in France on the consequences of the new technologies, the CNCDH has made several findings.

The first destabilising factor is the technological revolution itself.  It was expected.  But no one had really gauged in advance the extent to which machines would take over, eclipsing the content of the uses they were intended for.  The swift spread of the new technologies, their interchangeable nature and the rapidly increasing range of media for them have generated a situation in which technology is a real temptation.  The urge is to accumulate data collection devices before their use is even possible or has even been considered.  Despite the cost of these investments, public authorities and economic operators are equipping themselves.  Yet here and there, a report will openly acknowledge that not all the security or reliability problems have been resolved or that there are less costly traditional means which should be developed.  Nonetheless, the race to acquire these tools for supervising the private lives of others is irresistible.  

And indeed those concerned very often agree.  It is a fact that members of the young generation, who log into the Internet and communicate wherever they are with a mobile phone that very easily reveals their location, do not feel the same about the boundaries of private life.  These processes are the outcome of progress in communications and a token of modernity.  They are admittedly developed to exert supervision, but also, in many ways, to provide a service.  Making concessions on a few points in their private lives allows people to jump the queue, to be perceived as enjoying life and being in tune with the times, to save time and to be spared formalities.  The French CNCDH’s experience makes it very clear that the divides in terms of the defence of private life no longer match the lines of the liberal legal tradition, and that old hands at denouncing the single identification number and young people familiar with information technology are having some difficulty in seeking common ground for discussion.

But a third aspect of the situation is emerging.  The safeguards devised to deal with the first phase of information technology development, which in our countries, with their prestigious independent supervisory authorities, have become very sophisticated, are under severe strain.  As we have seen, it has become hard to describe and harness possible uses.  Yet the whole system of safeguards is based on the concept of authorised or legitimate use, which is said not to communicate with other uses.  What happens if the distinction between uses becomes irrelevant because we do not yet know what all the uses will be?  Safeguards such as the right of access or the right to rescind apply when one is dealing with a well-known user, not with the vague risk of abuse.  Yet in France, this is the juncture chosen for reducing the broad scope of prior scrutiny by the National Data Processing and Liberties Commission (CNIL) and increasing its subsequent scrutiny of authorised files.  This is a necessary step, but the reform has adversely affected the supervisory commission’s knowledge of the overall situation.

The legal arguments constructed to define the acceptable limits of intrusion into private life are taken to their furthest point and ultimately become less convincing.  No one challenges the validity of checks by the Constitutional Council or the courts on the justifications given, particularly the rule that infringements due to one or the other innovation must be proportionate to the objective.  But if the objective is more loosely defined, as the fight against terrorism for example, and especially if a more repressive piece of legislation follows a law upheld by the Constitutional Council and is itself upheld on the basis of the same principles, this blurs the image of what is permitted.

A final remark is called for: the boundaries of private life are going to be drawn on the basis of the international context.  Obviously, this is seriously affected by the problem of terrorism, which is driving the major democratic societies to seek compromises with principles, which will prove contagious.  But stricter supervision, although presented as transitory, does not simply reflect the fears engendered by current events.  What is no longer considered acceptable is actually that the world should open up to unscheduled travel, a worldwide manifestation of so many private-life projects.  It is impossible to overstate the impact of those measures which in the major Anglo-Saxon societies mean giving up the philosophy of individual independence.  Yet it is sufficient to take an interest in transnational rules such as those on travel documents – and this has been done – to create the precedent that serves to dispel the objections to a civilisation of supervision.

3.
In search of a new equilibrium: what is the role of national institutions 

such as the CNCDH?

These findings have convinced us in the CNCDH that defence of the right to private life has reached a turning point.  In my next few remarks I should like to share with you our questions on the way in which an institution such as ours should be involved in it.  

The trend we are discussing tests our procedures and causes us to take a critical look at the substantive issues.

We are a consultative council, a diverse and composite assembly.  We have few resources to commission expert opinions and research.  And we are not alone in working for the defence of people’s rights.  At every step we have to seek a balance in terms of efficiency.  

Our task is to give opinions to the government.  The problem is that it is not required to agree with us.  As these issues are chiefly in the legal area, it is for Parliament to make use of our arguments.  But this means that issues must be referred to us, and in time to ensure a thorough discussion.  Yet this does not always happen, or if it does, the deadlines are extremely tight: for example, when the recent bill on terrorism was already on its first reading, we had to resort to the simplified procedure of a memorandum from the President because there was no time to convene a plenary assembly to state a position on a very substantial extension of existing restrictions.

We compensate by frequently initiating our own consideration of a given issue.  Last year, for instance, our government mentioned a bill on the national identity card, which was not referred to us.  We ourselves undertook a study of the risks involved in the inclusion of biometric data in identity documents.  The challenge was the complexity of the issue, and on reflection, the authorities decided to provide us with their discussion material although their bill had been withdrawn.  We did not have experts able to deal with such specialist topics, but there were a number of studies published by Parliament, the CNIL and other bodies with more resources than we have, and reading them, comparing them and seeing whether they had implications for our fellow-citizens’ private lives was in itself of use to the public.  That is where the composition of the CNCDH, on the dividing line between public authorities and civil society, is an asset: no one refuses to attend a hearing and the discussions give an insight into the wide range of issues surrounding the shared concern to defend people’s rights.  Whistle blowing is clearly a natural expression of the CNCDH’s role, so it simply remains for us to do it wisely.  Again in procedural terms, we manage to set ourselves a theoretical framework with regard to the role of institutions which have a more important position in the state or are more established than us.  True, our Constitutional Council has no objection to the recent legislation extending controls, but in giving its opinion it refers to justifications and proportionality requirements; our discussions and vigilance help to strike this kind of balance.  True, the CNIL is much better equipped than we are for its work on personal data collection, but we do not cramp its style – far from it – in expressing regret at the CNIL’s loss of its task of prior scrutiny or in doing our best to take over the task of assessing the risks engendered by new technologies.  And unless we point it out, who will see that improving subsequent checks on recognised uses does not solve the problem of the race to introduce uses not originally envisaged or non-targeted interconnections?

At the end of the day, we feel that technology is leading us into a difficult phase, as evidenced by a number of very lively discussions.  It is sometimes hard to secure agreement between the supporters of an exaggeratedly negative and backward-looking approach and the naïve advocates of technology for everything.  In spite of that, we have persevered in our efforts to anticipate future developments.

It is a fact that this question of private life compels us to take a closer look at the substantive issues.

We cannot disregard the economic and sociological trends that cause our fellow-citizens to be less particular about the boundaries of their privacy.  The right to private life is protected by national and international instruments, but it is not defined.  This concept was not introduced into French law, for example, until 1970, in Article 9 of the Civil Code.  The same applies to the European Convention on Human Rights, which the European Charter reproduces almost word for word.  The outline of this right only becomes clearer when the intention is to restrict it and everyone focuses on the rules governing personal data.  But this trend has already generated confusion between the service provided and sought and the lifting of certain barriers.  As a result, the more traditional distinctions no longer operate, between government uses and private or commercial uses, between compulsory uses and contract-based uses and between infringements temporarily dictated by security requirements and the establishment of a de facto situation, a growing habit and an incentive to the most unexpected abuses.

Our commissions are the successors of the human rights activists who learnt that the most democratic countries can one day fail and that at such times it is best not to be caught pursuing one’s private life.  Today we operate in societies whose youngest members advocate a society of networks, ubiquitous communication and trust.  And to point out a further contradiction, individualism seems to be the dominant ideology in a society in which we are surrounded by unsolicited interventions.  We shall have to succeed in voicing our rights convincingly.  Meetings like this one are very useful because they give us an opportunity to pool our resources in order to work out good answers and then make use of the weight carried by these international gatherings to exert pressure in our own countries.

� Former Minister, Honorary president of division at the Conseil d’Etat, Member of the National Consultative Commission offor Human Rights (CNCDH) of the French Republic, Chair of the Sub-Committee “Human Rights and Societal Developments”.
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