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MODERN FORMS OF VIOLATION OF THE RIGHT TO PRIVACY

(WITH EMPHASIS TO TARGETED INTRUSIONS):

WHICH ROLE FOR NATIONAL HUMAN RIGHTS INSTITUTIONS?

by Nikos Frangakis*
Intrusions against the right to privacy 

The right to protection of personal data is recognised as an autonomous fundamental right by both the Charter of Fundamental Rights and the Draft Constitutional Treaty of the EU, as well as by national Constitutions, including the one of Greece
. This goes beyond the traditional notion of privacy and confirms the absolute protection of personal information as an inalienable aspect of the liberty of each and every person. Thus, nowadays Privacy emerges as “part of a new planetary citizenship: freedom of access, freedom of usage, the right to knowledge, respect for privacy, recognition of new public goods”
. 

Privacy in general and personal data in particular are under constant threat: motivated ‘attacks’ or misuse of information – the intrusions – by an individual or an entity – the intruder – in ways posing a threat to the right of privacy of a person – the subject of the information – who thus becomes the victim of the intrusion.

Targeted and untargeted intrusions

Since an intrusion is by definition an activity aimed at a certain objective, it is a targeted act. If one wants to try and make a distinction between targeted and untargeted intrusions, one should be led by the criterion whether the intrusion is aimed at a specific subject or group of subjects or to an unspecified number of individuals or the public at large. There are cases, though, that even this criterion is difficult to apply. Let us take the following example: The Society for Worldwide Interbank Financial Telecommunication, better known with its acronym SWIFT, an entity based in Belgium and in charge of processing the entirety of the daily banking and financial transactions around the world (about 12,7 million messages between more than 7.000 banks and financial firms in over 200 countries), was [is still?] passing secretly to the CIA in the USA confidential information regarding millions of people, in breach of laws on privacy and data protection. Is this a targeted or an untargeted intrusion? The subjects, against whom the attack is aimed at, consist of the totality of those who transact, i.e. a particularly vast category; therefore, at first sight, the activity in question does not appear to deserve to be qualified as ‘targeted’. It would be different if it were aimed at a particular country of origin or destination, or at a particular bank, or at a group of subjects specified according to their race, ethnicity or religion.

Sometimes the specificity may occur in terms of special circumstances tied to extraordinary events. Two years ago Greece had to face security considerations related to the Olympic Games. A network of temporary measures, such as traffic surveillance and eavesdropping of electronic communications, were installed, aimed at groups like the athletes, the public on their way to the stadiums and other groups that, for specific reasons, should be monitored for their own safety or for the safety of others. These were definitely targeted intrusive measures, tolerated because of the specificity of the momentum. Two years later, the security requirements of the Olympic events having ceased, there is no reason for those targeted measures to continue and henceforth traffic monitoring or eavesdropping should be done in strict compliance with the right to privacy. It would be unacceptable for anybody to seek the perpetuation of an extraordinary situation under any pretence. 

Internal and external intrusions

In terms of the relation intruder-victim, the intrusive activities are either internal, coming from the victim’s own personal or professional inner circle (family, business partners, employees or customers) or external, coming from outside. The former category may have authorised access to at least some of the victim’s personal information resources, while the latter lack such authorisation.

The motivations of individual intruders vary: curiosity, hacking, vandalism, espionage, sabotage. Intruding entities, on the other hand, are more inclined to espionage and sabotage. The possibility of gaining political or economic (industrial or commercial) advantage is a strong incentive for information gathering through both legal and illegal means, including the scrutiny of public information, e.g. web pages, product descriptions etc. Regarding sabotage, its consequences could be the destruction of the whole structure of the victim’s information resources, such as web sites, physical archives or electronic databases. ‘Hactivism’ is an emerging form of sabotage wherein hackers deface corporate IT resources as an act of protest or revenge in the name of some radical cause.

State intrusions and terrorism

The most important, systematic and far-reaching intrusions on privacy rights are at present perpetrated by Governments, in their efforts to contain terrorism and other serious organised crimes, such as drugs and human traffic, money laundering and illegal arms traffic. The phenomenon is not new; but in the aftermath of the 11th September 2001 terrorist attacks in the USA and the subsequent similar events in Madrid, London and elsewhere, has attained unprecedented global dimensions. The – greatly artificial – dilemma “security or freedoms” is currently imposing its predominance in the reasoning of national and international legislators and law-enforcers, significantly reducing the sang froid necessary in dealing with such issues. 

Keeping always in mind that the purpose of human rights is to place reasonable limits on states’ discretionary power, there the question arises of delineation between targeted anti-terrorist sanctions and targeted anti-terrorist intrusions. Under any circumstances the subject of the intrusion is likely not to be a party to the relevant proceedings and not to 
have right of appearance or representation or, quite simply, of defence. To use the wording of the Supreme Court of the US in its judgment on the Hamdan case, “there is a basis to presume that the procedures employed during Hamdan’s trial will violate the law: He will be, and indeed already has been, excluded from his own trial”
. 

The right to privacy is, at present, among the most heavily contested human rights. As it has already been observed, in many instances it is hard to distinguish between anti-terrorist sanctions and anti-terrorist intrusions. Modern technology renders even harder such distinction: the information landscape is like moving sand. The necessity to prevent crime and counter terrorist threats, as well as the progressive development of the internal and external aspects of the area of freedom, security and justice, have marked the EU activities, in compliance with the Hague Program. Detection technologies are increasingly used in the daily work of law enforcement authorities to fight terrorism. Directive 2006/24/EC
, a piece of Community legislation that follows the American model of intrusive governance, offers a good example of the confusion with which people living in the EU are faced, not knowing whether the law protects them or infringes upon their privacy and their right to unrestricted communication. In his opinion on the proposal for that Directive
 the EDPS stressed its impact on the protection of personal data and the need for it to reflect the fundamental rights: “A legislative measure which would harm the protection guaranteed by Community law and more in particular by the case law of the ECJ and the ECtHR is not only unacceptable, but also illegal. The circumstances in society may have changed due to terrorist attacks, but this may not have as an effect that high standards of protection in the state of law are compromised. Protection is given by law irrespective of the actual needs of law enforcement. […] The necessity and the proportionality of the obligation to retain data – in its full extent – have to be demonstrated.” 

Another case of interest for many people is the Agreement between the EC and the USA on the processing and transfer of Passenger Name Record [PNR] data of travelers to/from/via the USA by air carriers to the US Department of Homeland Security, Bureau of Customs and Border Protection [CBP]. By virtue of this Agreement, a long list of PNR data of whoever is on board of an airplane going to or coming from or flying through the USA is transferred to the CBP. Deciding on account of two actions for annulment brought by the European Parliament (supported by the EDPS) against the Council and the Commission, the ECJ annulled Council Decision 2004/496/EC of 17 May 2004 on the conclusion of the above mentioned agreement and Commission Decision 2004/535/EC of 14 May 2004 on the adequate protection of personal data provided by a third country, namely the USA
. The Court did not examine the merits of the substantive grievances evoked by the Parliament but the annulment was based on purely formal grounds, i.e. on that the transfer of PNR data to CBP constitutes processing operations concerning public security and the activities of the State in areas of criminal law which fall outside Community competencies. The Court preserved the effect of the annulled Decision until 30 September 2006, enabling in between the EU and the USA to conclude an agreement on a different, non-Community, 
legal basis. Meanwhile, the Parliament adopted a report calling on the US to ensure that it offers adequate protection of European passenger data and that sufficient safeguards are in place. It also asked the Council to negotiate an interim agreement, valid until November 2007, as it was the case for the annulled one, with MEPs observing the negotiations.

Significantly, an American Federal Court held recently that the secret program of interception of international telephone and internet communications of numerous persons and organisations within the USA, in operation at least since 2002 and continuing today, violates the Administrative Procedures Act, the Separation of Powers doctrine, the 1st and 4th Amendments of the American Constitution and the statutory law
. Citing case-law of the Supreme Court, the Judge found that “[i]t was never the intent of the Framers [of the Constitution] to give the President such unfettered control, particularly where his actions blatantly disregard the parameters clearly enumerated in the Bill of Rights. The three separate branches of government were developed as a check and balance for one another. It is within the court’s duty to ensure that power is never ‘condense[d]…into a single branch of government.’…When structure fails, liberty is always in peril.” Two more references of the same judgment to Supreme Court’s precedent are worth mentioning in the present context: “No emergency can create power” and “Implicit in the term ‘national defence’ is the notion of defending those values and ideas which set this Nation apart. … It would indeed be ironic if, in the name of national defence, we would sanction the subversion of … those liberties … which makes the defence of the Nation worthwhile.” 

There is another important blow that intrusive anti-terrorist state policy suffered lately, thanks to the rule of law and human rights. In its recent judgment for the Hamdan case
 the Supreme Court of the US found that the military commission in charge to try captured alleged terrorists in the Guantanamo camp “lacks the power to proceed because its structure and procedures violate both the Uniform Code of Military Justice and the four Geneva Conventions signed in 1949. […] It is not evident why the danger posed by international terrorism, considerable though it is, should require, […] any variance from the courts-martial rules. […] Even assuming that Hamdan is a dangerous individual who would cause great harm or death to innocent civilians given the opportunity, the Executive nevertheless must comply with the prevailing rule of law in undertaking to try him and subject him to criminal punishment.”  On 6th September 2006 President G. W. Bush admitted to CIA programme of secret prisons in various parts of the world. His disclosure, he said, was made because a Supreme Court decision [: in the Hamdan case] had stopped the use of military commissions for trials. He added that the CIA had used  an “alternative set of procedures” [!?], agreed with the justice department, once suspects had stopped talking…
 

Which role for NHRIs ?

The protection of privacy and in particular that of personal information is entrusted, in principle, to the judiciary and, to certain extends to specialised independent authorities set up by law, as is the case of Data Protection Authorities [DPA] existing in EC member states, as provided by Directive 95/46/EC
. Nevertheless, both the aforementioned instances can act only in strict compliance with the law in force. The problem is, though, that the law, at present, may not reflect the right balance between security and freedoms. Furthermore, a court’s jurisdiction may be limited by its competency to only review the legality of the measure and not its merits. Or there may be that the judicial authority defers to the executive in matters considered falling in the domain of foreign policy and national security. There arises the need for institutions that, by their own nature, can express their concerns vis-à-vis certain laws or administrative practices. This is the case of National Human Rights Institutions [NHRIs], acting under the principle that the main purpose of human rights is to place reasonable limits on state’s absolute power.

NHRIs, as shaped by the ‘Principles of Paris’, have the invaluable advantage to combine their official but independent advisory status with their multifarious membership which includes not only representatives of public/state bodies, but also of independent authorities, the academia and the NGOs, thus reflecting the civil society at large and rendering them a powerful forum for the supporters of what is desirable in human rights, contrary to those who resist such desire as non feasible. The task of advising the Government and the Parliament about new legislation relating to the protection of human rights should be reciprocated by the formal obligation for the Legislature and the Administration to consult NHRIs when the State plans to adopt a relevant legal instrument. 

The right of intervention before the Courts in cases that raise important questions of human rights should also be vindicated by NHRIs, in parallel with the development of an information and communication strategy which will secure the wider possible public support for the human rights case. It is important to explain people that reducing privacy’s protection does not necessarily mean to be safer; it could even lead to the opposite.

All this may as well be cultivated in the field of inter-institutional cooperation within the country (e.g. with ombudsmen and other independent authorities, as well as with NGOs) and internationally, by sharing experiences and exchanging lists of good practices in the European and world arena.

NHRIs are particularly endowed to make sustained efforts in order to prevent the breach of human rights by national and European authorities. They must speak up and not hesitate to become unpleasant or disagreeable in their pursuit for democratic governance and the rule of law. An example worth to be mentioned is the Declaration of the 2nd Conference of Mediterranean NHRIs, adopted in Athens on 3rd November 2001 (the Athens Declaration), that included a chapter dedicated to terrorism and human rights, only few weeks after the terrible events of 11/9. The signatory NHRIs, after expressing their indignation caused by the attacks that provoked the reaction of the international community, added the following: “However, this reaction of the world community should only employ methods which are in accordance with international humanitarian law. Besides, NIs emphasise that the phenomenon of terrorism may not be eradicated if the deep root causes which create or increase it are not taken into account. For their part, NIs should be very vigilant so that measures taken in their own countries, following that attack with a view to combating terrorism, do not encroach on fundamental rights and liberties through restrictions which are disproportionate to their aims. They should also be vigilant so that these measures are not applied in a discriminatory manner, especially on racial or religious grounds.” 

Unfortunately the principle of proportionality – as well as other fundamental principles – has not been taken sufficiently into account by those who opt for the use of force and the curtailment of human rights in various parts of the world. Proportionality in ECtHR and ECJ case law means a test of both necessity and a reasonable relationship between the 

measure and the aim to be achieved. Proportionality imposes that the processing of personal data shall be allowed only insofar as it is necessary and provided that no other less privacy intrusive means would be equally effective.

The role that NHRIs are asked to play in defence of the right to privacy is not an easy one. This is particularly true, when a feeling of fear and insecurity is widespread in many countries, as a result of terrorist activity. The work that must be done requires courage, determination and faith in the necessity and effectiveness of National Institutions’ intervention. 

Allow me to conclude wit the words Harold Pinter ended his speech for the Nobel Prize in Stockholm nine months ago:

I believe that despite the enormous odds which exist, unflinching, unswerving, fierce intellectual determination, as citizens, to define the real truth of our lives and our societies is a crucial obligation which devolves upon us all. It is in fact mandatory. If such a determination is not embodied in our political vision we have no hope of restoring what is so nearly lost to us – the dignity of man.
* President, Greek Centre of European Studies and Research (EKEME); Member, Hellenic Data Protection Authority; Head, Sub-Commission for Social, Economic and Cultural Rights of the National Commission for Human Rights of the Hellenic Republic.
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