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	Introduction
From the beginning of the 1960s, rapid progress in the field of electronic data processing allowed public administrations and enterprises to set up extensive data banks and to improve and increase the collection, processing and interlinking of personal data. This development improved their efficiency and productivity, but it also increased the risk for illegal use of personal data and facilitated their transfer across countries with great differences in the level of personal data protection.

The increasing use of automated processing of personal data (e.g. banking, credit services, social security, insurance, employment, direct marketing, statistics) has raised many practical questions. In addition to that, the development of new information technologies, electronic commerce and the free flow of information have led to concerns about security and respect for fundamental rights. To protect individuals’ right to privacy and to prevent illegal collection and processing of personal data, the Council of Europe has established a framework of specific principles setting standards for personal data protection.

Questions and Answers

How does the Council of Europe ensure fair collection, processing and use of personal data?

The key Council of Europe’s document in the field of data protection is the Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data - ETS no. 108, which sets out general principles for data protection. The Convention was opened for signature on 28 January 1981 and it entered into force on 1 October 1985. So far, it has been ratified by 40 states.

The convention was adopted by the Council of Europe in order to reconcile the right to privacy with the right to information, and to ensure the same level of protection of these rights beyond national borders. To this day, it still remains the only legally binding international instrument with a worldwide scope of application, open to any country, including countries that are not members of the Council of Europe. In addition to this Convention, the Council of Europe has also adopted a number of recommendations on data protection in different data processing contexts. 

Which countries have ratified the convention?
The convention has been ratified by 40 states: Albania, Andorra, Austria, Belgium, Bosnia and Herzegovina, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Georgia, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Liechtenstein, Lithuania, Luxembourg, Malta, Moldova, Montenegro, Netherlands, Norway, Poland, Portugal, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, "the former Yugoslav Republic of Macedonia" and the United Kingdom. 

Monaco, Russia, Turkey and Ukraine have signed it, but not ratified it. Armenia, Azerbaijan and San Marino have neither ratified nor signed it.

Accession to the Convention is also open to states outside Europe that have data protection legislation compliant with the Convention. The Council of Europe’s Committee of Ministers has encouraged applications for accession in a decision of 2 July 2008.

What commitments do states undertake when they ratify the Convention?

The state parties of the Convention must ensure that their national legislation contains its basic principles with regard to the personal data of every individual on their territory. These principles concern in particular fair and lawful collection and use of data. Data can only be collected for a specific purpose and should not be used for any other reason. It must be accurate, adequate for this purpose and stored only for as long as necessary. The Convention also establishes the right to access and rectify the data for the person concerned, and requires special protection for data of a sensitive nature, e.g. religion, political beliefs, genetics or medical information. According to the Additional Protocol to the Convention, the states also have to establish one or several independent data protection authorities, to ensure compliance with the law. 
Has the convention been updated since its entry into force?

An Additional Protocol to the Convention, regarding Supervisory Authorities and Transborder Data Flows (ETS No. 181) was adopted as a response to increasing exchanges of personal data across national borders. Its purpose is to ensure an effective protection of human rights and fundamental freedoms, in particular the right to privacy, in relation to such exchanges of personal data. It also prohibits the transfer of personal data to states or organisations that do not provide for an adequate level of data protection.

The Additional Protocol was opened for signature on 8 November 2001 and has been ratified by 21 states. (Signatures and ratifications).

How does the Convention facilitate transborder flows of personal data between different states?

The Convention has created a common, minimum, level of protection and it provides for a free flow of personal data between state parties to the convention. This free flow may not be obstructed, unless parties specifically request not to comply with this provision, which they may do only in two cases: where a party provides for special protection for some categories of data and protection of personal data in the other party is not "equivalent", or where the data, by transiting through another state party, is transferred to a third state which is not party to the Convention.

How does the Council of Europe address new challenges in the field of data protection?

In recent decades society has been completely transformed and the privacy of individuals has been subjected to even greater interference by the information systems of numerous public and private services. As a result the Council of Europe has adapted the general principles set out in the convention to the specific requirements of different data processing contexts. These principles and guidelines for data protection have been embodied in legally non-binding recommendations adopted by the Committee of Ministers and called upon the governments of member states to take account of the solutions offered in their approach to the data protection issues covered.

Council of Europe data protection committees have also adopted a series of reports containing guiding principles (e.g. on biometrics, smart cards, video surveillance, judicial data in criminal matters, personal identification numbers, data protection and media, new technologies). (Reports_and_studies_of_Data_Protection_Committees).
Which sectors have been covered by the Council of Europe’s recommendations in the field of data protection? 

The following sectors have been covered by the Council of Europe’s recommendations: 

· automated medical databanks (1981),

· personal data used for scientific research and statistics (1983),

· personal data used for the purposes of direct marketing (1985),

· personal data used for social security purposes (1986),

· personal data used in the police sector (1987),

· personal data used for employment purposes (1989),

· personal data used for payment and other operations (1990),

· the communication to third parties of personal data held by public bodies (1991),

· personal data used in the area of telecommunication services, with particular reference to telephone services(1995),

· medical and genetic data (1997),

· personal data collected and processed for statistical purposes (1997),

· privacy on the internet (1999),

· personal data collected and processed for insurance purposes (2002).

· A recommendation on profiling is being prepared.

What has the Council of Europe achieved in the field of data protection?

The Council of Europe has a great influence in the field of data protection. A vast majority of its member states have either passed legislation on data protection or are in the process of drafting data protection laws. Through its action in this field, the Council of Europe has been protecting human rights challenged by the development of new information technologies. 

Why and when do we celebrate the Data Protection Day?

Although data protection issues are present in most of the aspects of our every day lives, European citizens are generally unfamiliar with data protection issues and unaware of their rights. It is for this reason that the Council of Europe - with the support of the European Commission - established 28 January as the Data Protection Day. It was first celebrated in 2007. The aim of the Data Protection Day is to inform European citizens what personal data is collected and processed about them and why, and what their rights are with respect to this processing. They are also informed about the risks inherent and associated with the illegal mishandling and unfair processing of their personal data. 

What is the role of the Council of Europe Data Protection Commissioner?

The Council of Europe Data Protection Commissioner is in charge of overseeing that data protection rules are respected for all personal data collected and processed by the Council of Europe. The Commissioner is elected by the Consultative Committee of the 1981 Convention for a period of three years. The current Commissioner Karel Neuwirt (Czech Republic) began his term of office on 15 March 2007.

For more information http://www.coe.int/t/e/legal_affairs/legal_co-operation/Data_protection/
Updated: October 2008  
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